Meps! no 3amure nHpopManuu
B aBTOMATH3MPOBAHHOH HH(POPMALMOHHOM cUCTeMe cOOpa OnepaTUBHBIX JaHHBIX
JleHUHTpaaCKOil 00J1aCcTH



1. OO0Omue MoJI0KeHU
[lepeyeHp TOKYMEHTOB, HAa OCHOBAaHHUH KOTOPBIX BBITIOJHSIIOTCS MEPONPHITHS TI0

MH(POPMALIMOHHON 0€30MacHOCTH B aBTOMATU3MPOBAHHON HMH(OPMALMOHHOW cucrteMe cOopa

orepaTuBHBIX NaHHBIX JlenuHrpaackoit oomactu (AUC «Coopy») npuBeaéH B Tadbmure 1.

Tabmuna 1
Ne m\ HaunmenoBanue qokyMeHTa VYcinoBHOE
jul 0003HaYeHNE

1. ®denepanbHblii 3akoH Poccuiickoit Denepanuu ot 27 urons 2006 1. | [1]
Nel49-®3 «O6 wunpopmanuu, HWHPOPMAINMOHHBIX TEXHOJOTHAX H O
3anuTe HHpopMarmm»

2. ®enepanpublii 3ak0H Poccuiickoit ®@enepanuu ot 27 urons 2006 1. | [2]
No152-D3 «O nepcoHalbHBIX JaHHBIX
3. [ToctanoBnenne  IlpaButensctBa  Poccmiickoit ~ @enepammu ot | [3]

01.11.2012 r. Nelll9 «OO6 yTBepxaeHHMH TpeOOBAaHUM K 3aluTe
NEPCOHAIBHBIX JIAHHBIX MpU HX 00paboTKe B HHPOPMALMOHHBIX
CUCTEMAX NEPCOHAJIBHBIX JAHHBIX»

4. [Toctanosnenune [IpaButensctBa Poccuiickoit @enepanun ot 06.07.2015 | [4]
Ne 676 «O TpeOoBaHMAX K TOPSJKY CO3[aHUS, PA3BUTHUS, BBOJA
B OKCIUTyaTallMio0, OSKCIUTyaTallkd W  BBIBOJA W3  DKCIUTyaTalllH
rOCyJJapCTBEHHBIX HHPOPMALMOHHBIX CUCTEM M JJAIbHEHUIIIETO XpaHEHHs
coJjiep Karieiics: B ux 6a3ax TaHHBIX HHPOpMaIIUM

3. [Tpuka3z ®Ch Poccun ot 10 utons 2014 roga Ne 378 «O6 yrBepxkaenuu | [5]
CocraBa M copep)kaHUsl OPraHM3ALMOHHBIX U TEXHUYECKHX Mep IO
o0ecrieyeHnI0 0€30MacHOCTH EPCOHANBHBIX JAHHBIX MPU UX 00paboTKe
B MHQOPMAIMOHHBIX  CHCT€MaX  IMEpPCOHAIBHBIX  JaHHBIX C
UCTIOJIb30BaHUEM CPEJCTB KPUNTOTpapuueckor 3amuThl UHPOpPMALIUH,
HEOOXOIUMBIX JUIsl BBINOJIHEHUs YCTaHOBJIEHHBIX [IpaBuTenbscTBOM
Poccuiickoii denepanuu TpeOOBaHUN K 3aIIUTE MEPCOHATBHBIX JAHHBIX
JUI KQXJI0T0 U3 YPOBHEH 3aIMIIEHHOCTH

6. [Mpukaz DAIICU or 13 wmrors 2001 1.Nel52 «OO6 yrBepxkacauu | [6]
WucTpykuuu 00 opraHu3aiui U 00ecIiedeHnH 0e301acHOCTH XpaHEHUs,
00paboTKH U Tiepeavn 1Mo KaHajdaM CBSI3H C HUCIIOJIb30BAHUEM CPEJICTB
Kpunrorpaguyeckord  3ammThl  MHPOPMAMKM C  OTPAaHHYCHHBIM
JIOCTYTIOM, HE coepKalen CBEJICHUM, COCTaBJISIOLIUX
TOCYJJApPCTBCHHYIO TalHY»

7. [Tpuka3z ®CTIK Poccun ot 11 despans 2013 Ne 17 O6 yrBepxnaenun | [7]
TpeboBanuii o  3amuTe  MHQOpPMAIMKM, HE  COCTABIAIOLICH
rOCy/JapCTBEHHYIO0  TaliHy, CoOJepJKalleics B  TOCYJIapCTBEHHBIX
MH(QOPMALIMOHHBIX CUCTEMAaX

8. [Tpuka3 @enepanbHON CIy)ObI TO TEXHHYECKOMY W 3KCIOpTHOMY | [8]
koHTponto Poccuiickoit ®@enepannu (nanee - ®CTIK Poccum) ot 18
despasst 2014 1. Ne 21 00 yrtBepxkneHum CocraBa W COJCpIKAHUS
OpPraHU3AIMOHHBIX Y TEXHUYECKHX MEp M0 00eCreYeHnI0 0e30MacHOCTH
MEPCOHAIBHBIX JIAHHBIX TpH HX 00paboTke B HWHPOPMAIMOHHBIX
CUCTEeMaX MepCOHATBHBIX JAHHBIX

2. TpeﬁoBaHm[ K IPUMEHACMBIM CpEACTBaAM 3alIUTHI I/IH(l)OpMaIII/II/I
2



ABTOoMaTu3upoBaHHbIe paboune mecra, nojakitoyaembele Kk AUC «COop», TOIKHBI OBITH
aTTeCTOBaHbl B COOTBETCTBMM C TpPEOOBAHMAMU IO 3alUTe HHPoOpMamuu 1o 3 Kiaccy
samuménnocTa (K3), B coorBerctBum ¢ mpukazom ®CTIOK Poccum ot 11.02.2013 Ne 17 «O6
yTBepkJIeHMH TpeOGoBaHui o 3ammre HMHGOpPMAlMU, HE COCTaBISIOMIEH T'OCYIapCTBEHHYIO
TaiiHy, cojieprKaleiicsl B rocy1apcTBEHHBIX HH(OPMAIIMOHHBIX CUCTEMaX.

CpenctBa 3amutsl uHGopmaruu (C3U1), npumensembie B AUC «CO0p», TOIKHBI UMETh
cepTu(UKAThl COOTBETCTBUS TPeOOBaHUSIM MO 0€30MacHOCTH MHGOpPMAaIUU, TOATBEPKIAIOIINM
BO3MOXHOCTh MX NPHUMEHEHHs B TOCYAApCTBEHHBIX MH(QOPMALMOHHBIX CHCTEMaX HE HIDKE 3
kiacca 3amumeHHocTa (K3).

B cocraBe Cucrempr 31 AUC «COop» MOIKHBI MPUMEHSATHCS CPEACTBA 3aIUTHI
uH(pOpMalny, YIOBIETBOPSAIOIINE TPEOOBAHUSIM:

- CpeICTBa AaHTMBHMPYCHOM 3amuThl He Hike 4 kiacca («TpeboBaHus K cpeacTBam
aHTUBUPYCHOM 3amuTb» YTBepkaeHsl npukazoM PCTOK Poccum or 20 mapra 2012
Ne28 ICIN);

— MeXceTeBble dKpaHbl He HIke 6 kiacca («TpeGoBaHHS K MEKCETEBBIM HKpaHam»
VYreepxnaens! npukazoMm @CTIK Poccun ot 9 pespans 2016 r. Ne9, J1CIT);

- CpeAcTBa OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

- CpelcTBa KpunTorpagpuueckoi 3aumTel nHpopMmanuu He Huxe kiacca KC1.

B kauectBe cpenctB Kpunrorpadguyeckoi 3ammThl HHGOpPMAIMH TPH  YIAIEHHOM
B3auMoeiicTBuu noib3oBareneld ¢ AUUC «COop» miis moAnucaHus ¢ MOMOIIBIO JIEKTPOHHOU
NOANMCH  JOKYMEHTOB B  JJIEKTPOHHOM  BHJIE€  JIOJDKHBI ~ HCHOJB30BATBCS  CPEACTBA

KpUnrorpaduyeckoi 3amuThl THPOPMALIUH.

3. Opranu3auMoHHbIe MEPONPHUATHSA 110 3a1MTe HHPOpMaLMHU

B kayectBe oOpraHM3allMOHHBIX Mep JJI1 YOpPaBJIEHUS 3allluTOW M oOecredeHus
6e3onacHocTr AVIC «COop» HE0OX0aUMO:

—o0ecrneunTh pexuM 0e30IacHOCTH MOMEIIeHUH, B KoTopbix pasmemeHa ANC «Coopy,
IPEMATCTBYIOIIETO0 BO3MOXXHOCTH HEKOHTPOJHPYEMOTO IMPOHUKHOBEHUS WIM NpeObIBaHUSA B
3THUX MOMEILIEHHAX JIUI], HE MMEIOLIHX MpaBa JIOCTYyIa B 3TH OMEIICHUS;

—o0ecneunTh COXPaHHOCTH HocUTened uHpopmauuu orpaHuueHHoro npocryma AMNC

«Coop»;



—pacnpenenuts (YHKIUH yNpaBlIeHUs IOCTYNIOM K JaHHBIM M UX OOpabOTKOW MEXIy
JOJPKHOCTHBIMU JIMIIAMU;

—ONPEACTUTh MOPSAOK U3MEHEHHUS IPABIIT JOCTYTIA K 3aIIUIIIaeMOi HHPOPMAaINH;

—ONpEeACTUTh TOPSIOK JEHCTBUH JOJDKHOCTHBIX JIMII B CIlydae BO3HHUKHOBEHUS
HEIUTaTHBIX CUTYyallU;

—ONpEAEIUTh TOPSIOK IMPOBEACHUS KOHTPOJBHBIX MEpPONPHUATHH M JAEHCTBUH MO €ro
pe3yJbTaram.

B kauecTBe TeXHMUECKUX MEp Ul YIPaBJICHHS 3alUTON 1 oOecrieueHus 0e30MacHOCTH

AUNC «Coop» HEOOXOUMO:

—HUJIeHTU(UKALIMIO U ayTEeHTU(UKALINIO CyObEKTOB JJOCTyNa U 00BEKTOB JOCTYIIA;

—yHIpaBJieHUe 0CTYIIOM CYOBEKTOB JOCTYIA K 00bEKTaM J0CTYIIa;

—OrpaHMYCHHUE IPOTPAMMHON CPEIIbI;

—3allUTy MAallMHHBIX HOCUTENEH nHpopMaluu;

—PpErucTpanuio coobITUi 6€30MaCHOCTH;

—aHTUBUPYCHYIO 3aILUTY;

—o0OHapyxeHue (IpeaoTBpaIIeHNE) BTOPKCHUI;

—KOHTPOJIb (aHAIN3) 3AUIUIIEHHOCTH WH(OpMAIUH;

—1IeJIOCTHOCTh MH(POPMALIMOHHOW CUCTEMBI U HHPOPMALHH;

—JIOCTYTHOCTh UH(POPMALIUY;

—3aIUTY CPeabl BUPTYaIH3alNH;

—3alUTy TEXHUYECKUX CPECTB;

—3alUTy UHPOPMALIMOHHONW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpeJau JaHHBIX.

Jnis peanmzanuyl OpraHM3allMOHHBIX M TEXHHYECKUX Mep HEO0OXOIMMO pa3padoTaTh

OpTaHU3aIMOHHO-PACTIOPSIIUTENILHBIE JIOKYMEHTHI, TNpuBeAEHHbIe B Tabmmie 2, a Takke

npeayCMOTPETb OPraHU3allMOHHBIC MCPOIIPUATUSA, ITPOBOAUMBIC JOJDKHOCTHBIMU JIMIOAMU, IIPH

pabote B AVIC «CG6op».



Ta6n1z1ua 2. HepequL OpTraHHU3allUOHHO-PACTIOPAAUTCIIBHBIX JOKYMCHTOB

Ne HanmMeHnoBanue njokyMeHTa IIpaBoOBBIE aKTHI,
m HA OCHOBAHUM
KOTOPBIX BEIETCS
paspaboTka
JTOKYMEHTOB
1. | JJokymeHT 00  OmpeAelIeHMH  OTBETCTBEHHOro  3a 3ammry | 1.9 [7]', m.7 [4]
unpopmanuu B AUC «Coopy.
2. | IlpaBuna pasrpaHuueHHs TOCTyna CyObEeKTOB aocTyna K oowsekTam | m.15.1, 16.3 [7]
noctyna naopmarmonHoit cuctembl AUC «Coopy.
3. | Kypnan ywera CK3U AUC «COop», H5KCIyaTaquoHHOW H | 1m.26, 27 [6]
TEXHUYECKON TOKYMEHTAllMUu K HUM, KJIIOUEBBIX JOKYMEHTOB (st
o0namarenst KOHPpHUISHITMAIBHON HHPOPMAITIH)
4. | Ilepeuenn noaw3oBatenerr CK3M AUC «Coop» .19 [6]
5. | 3akmouenue o Bo3MoxkHocTu dkcrutyataiuu CK3U1 ANUC «Coop» n.7 [6]
6. | 3akmouenne mno oOyuyeHuro monb3oBateneit AUC  «Coop» | m.21 [6]
npasuiaM padotel ¢ CK3U1U
7. | Ilepeuenp muL, AOCTYH KOTOPBIX K MEPCOHAJIBHBIM JIaHHBIM, .13 [3]
oOpabaTeiBaeMbIM B WH(OPMAIMOHHOM CHUCTEME, HEOOXOIUM IS
BBITIOJTHEHHS] MU CTYXEOHBIX (TPYAOBBIX) 00s3aHHOCTEH
8. | JlokyMeHT 00 oOmpeaencHUH JIMI, WMEIONMX IpaBo JgocTtyna B | 1.6 [5], m.63 [6]
noMenieHus, rae paMeniensl ucnoibzyemsle CK31U AUC «Coopy,
XPAHATCS CK3H1 u (nnn) HOCHUTEINH KITFOUYEBOH,
ayTeHTUUIMpYIouIei u napoiabHor nHbopMaimu CK3U.
9. | IlpaBmia gocTyma B MOMEINEHUS, TJIe pa3MeIleHbl HCIOJIb3yeMble | 1.6 [5], m.63 [6]
CK3U AUHC «Co6op», xpamstcs CK3UM wu (unm) HOCUTENH
KIIFOYEeBOM, ayTeHTUPUIUPYIONIEH W MapoibHOW HH(POpMAINH
CK3U, B pabouee u Hepabouee BpeMs, a TaKKe B HEIITATHHIX
CUTYaIUsIX.
10. | )Xypnan  yuera  HOcUTeNeH  MEPCOHAIBHBIX  JAHHBIX ¢ | 1. 7.0 [5]
WCIOJIb30BaHUEM PETUCTPALIMOHHBIX (3aBOJICKUX) HOMEPOB
11. | )XypHan ocymiecTBieHUsI BHYTPEHHETO KOHTposs W (winu) aynuta | cr. 18.1,m. 1.4 [2]
COOTBETCTBHS 00pPaOOTKH MEPCOHATBHBIX JIaHHBIX
12. | )XypHanm KOHTpoONIsi 3a COOJIOACHHWEM YCIOBUH WCIIONB30BaHUS | 1. 7 [6]

CK3U1

! []- obo3HauYeHMe HOPMaTUBHOIO AOKYMEHTa, yKazaHHoro B Tabauue 1, Ha OCHOBaHMK KOTOpPOro paspabaTbiBaeTcs

OpraHM3aLMOHHO-PaCNoOPAANTENbHDLIN LOKYMEHT.
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