MepsI no 3amure nHpopMauu
B ¢/IUHOM PErHOHAIbHON ABTOMATH3MPOBAHHOM HH(POPMAIIMOHHO cCUCTEMe
«CoumnanbHas 3amuuTa JIeHMHrpajackoi odiacTu»



1 OO0mue MoJI0OKEeHUA
[lepeyeHp TOKYMEHTOB, HAa OCHOBAaHHUH KOTOPBIX BBITIOJHSIIOTCS MEPONPHITHS TI0

MHPOPMALIMOHHOM  0€30macHOCTM B €AMHOM  pErMoHaJbHOM  aBTOMAaTU3MPOBAHHOM
uHpopmaunonHoit cucreme "CoumanbHas 3amuta JleHunrpagckou  obmactu"  (AUC

«Corzamuray) npuBenEH B Tabnwuie 1.

Tabmwmia 1
Ne i\ HaumenoBanue nokymeHra YcnoBHOE
1 0003Ha4YeHue

1. ®enepanbublii 3akoH Poccuiickoit ®@enepauuu ot 27 urons 2006 1. | [1]
Nel49-®3 «O6 undopmanuu, HWHGPOPMALMOHHBIX TEXHOJOTHSIX HU O
3anmTe MHGOpMaIUmy

2. ®enepanbublii 3akoH Poccuiickoit @enepanuu ot 27 urons 2006 1. | [2]
Nel152-D3 «O nepcoHaNbHBIX TaHHBIX)»
3. [TocranoBnenue  IlpaBurenbctBa  Poccuiickorr ~ @enepauun  oT | [3]

01.11.2012 r. Nelll9 «OO0O yTBepxkaeHUM TpeOOBaHUN K 3alllUTe
NEPCOHANBHBIX JAHHBIX IpU HUX 00paboTke B HH(POPMALMOHHBIX
CUCTEMAX NEPCOHAJIBHBIX JAHHBIX)»

4, [Tocranosnenue [IpaButensctBa Poccuiickoit @enepanun ot 06.07.2015 | [4]
Ne 676 «O TpeboBaHMSX K TOPSAKY CO3JAaHUS, pa3BUTUSA, BBOJA
B DKCIUTyaTallMio, OJKCIUTyaTalldd W BBIBOJAA U3  OJKCIUTyaTalluu
rOCyJJapCTBEHHBIX HHPOPMALMOHHBIX CHCTEM M JAIbHEHIIETO XPpaHEHHS
coJieprkalieiicst B Mx 6a3ax JaHHBIX HH()OPMALIUN

5. [Tpuka3z ®Cb Poccun ot 10 uronst 2014 roma Ne 378 «O6 yrBepxkaenuu | [5]
CocraBa M copep)kaHUsl OPraHMU3ALMOHHBIX W TEXHUYECKMX Mep IO
obecrieyeHnt0 0€301MacCHOCTH TIEPCOHANBHBIX JAHHBIX TPU UX 00paboTKe
B MHQOPMAIMOHHBIX  CHCT€MaX  IMEpPCOHAIBHBIX  JaHHBIX C
UCTIOJIb30BaHUEM CPEJCTB KPUNTOTpapuUecKor 3amuThl HHPOPMALINH,
HEOOXOIUMBIX JUIsl BBIMOJIHEHUs YCTaHOBJIEHHBIX [IpaBuTEnbCTBOM
Poccutiickoii @enepanun TpeOOBaHUI K 3alIUTE MEPCOHATBHBIX JTaHHBIX
JUISL KQXJI0T0 U3 YPOBHEH 3aIUIICHHOCTH

6. [Ipukaz DAIICU ot 13 wurons 2001 r.Nel52 «O6 ytBepxkaenuu | [6]
WucTtpykunu 06 opranu3anuu u o0ecreuyeHuu 0e30MacHOCTH XpaHEeHHs,
00paboTKHu W Tepefadu Mo KaHaJlaM CBS3U C HCIIOJIB30BAHUEM CPEJICTB
Kpuntorpadguyeckoil  3ammThl  MHGOpPMALMK € OTPAaHUYCHHBIM
JIOCTYTIOM, HE coaepKalen CBEICHUM, COCTAaBJISTIOIINX
rOCYJIapCTBEHHYIO TalHY»

7. [Tpuxaz ®CTIK Poccuu ot 11 despans 2013 Ne 17 O6 yrBepxkaenuu | [7]
TpeboBanuii o  3amuTe  HHQOpPMAIMHM, HE  COCTaBISIOLICH
FOCYJapCTBEHHYK)  TalHy, COJEp)Kallelcs B  TOCYJApCTBEHHBIX
MH(POPMALIMOHHBIX CUCTEMAaxX

8. [Ipuka3z denepanbHO CIYyXObI TIO TEXHUYECKOMY M JKCIOPTHOMY | [8]
koHTpomo Poccuiickoit @enepanuu (nanee - @CTOK Poccun) or 18
deBpans 2014 r. Ne 21 o0 yrBepkaennmn CocTaBa W COAEpNKAHUS
OpPTaHHU3AIMOHHBIX U TEXHUYECKUX MEp M0 00eCIeYeHHI0 Oe30MacHOCTH
MEPCOHANBHBIX JAaHHBIX MPH HX 00paboTKe B HH(POPMAIMOHHBIX
CUCTCMaAX IICPCOHAJIBHBIX JAHHBIX




2. TpeGoBanus K NpMMeHsIeMbIM CPeACTBAM 3alMTHI HHPOPMALINHU

ABTOMaTH3UpOBaHHBIE pabouue mecta, nojkiaouaembie Kk AUC «Corzammray, JOTKHBI
OBITh aTTECTOBAHBI B COOTBETCTBHUU C TPEOOBAHMSIMH IO 3aIIUTe WHMOpPMAIUU MO 2 KiIaccy
samuménHocTy (K2), B coorBerctBumn ¢ npukazom ®CTIK Poccum ot 11.02.2013 Ne 17 «O6
yTBepxkaeHun TpeboBanuii o 3ammre HHPOpPMAIMM, HE COCTABIAIOIIECH TOCYAapCTBEHHYIO
TaifHy, coJlepKaIeicsi B rocyJapCTBEHHBIX HH(POPMAITMOHHBIX CHCTEMAX).

Cpenctsa 3ammtel nHpopmarmu (C3U), mpumensiembie B AVC «CorzamuTay, T0HKHBI
UMEeTh CcepTUUKATBl COOTBETCTBUS TpeOOBaHMSIM MO Oe3omacHOCTH  HH(pOpPMAIUH,
MOATBEPXKJIAIONIUM BO3MOXHOCTh HMX TNPUMEHEHHsS B TOCYJapCTBEHHBIX WH(OPMAIMOHHBIX
cUCTEeMax He Huxke 2 Kiacca 3amuuieHHocTH (K2).

B cocraBe Cucremsl 31 AUC «Corzamuray JOJKHBI TPUMEHSITHCA CPEACTBA 3aIUThI
uH(bOpMaIlK, YIOBIECTBOPSIONINE TPEOOBAHUSIM:

- CpeAcTBa aHTUBUPYCHOW 3amuThl He Hike 4 kiacca («TpeboBaHusi K cpeiacTBam
aHTUBUPYCHOM 3amuTb»y YTBepkaeHsl npukazoM DPCTIK Poccum or 20 mapra 2012
Ne28 ICIN);

- MEXKCETeBbIe JKpaHbl He HIbKe 5 kiacca («TpeboBaHHS K MEKCETEBBIM JKPaHAM»
Yreepxaens! npukazom ®CTIK Poccum ot 9 despans 2016 r. Ne9, JICII);

- CpeAcTBa 3allUThl UHOOPMALIUK OT HECAHKIIMOHUPOBAHHOTO JJOCTYTIA.

- CpelcTBa KpunTorpaguueckoi 3aumThel nHpopmamuu He Huxe kiacca KC1.

B xkauectBe cpeactB kpunrorpaduyeckoil 3ammTbl HWHGOPMALUMU MPH YIATEHHOM
B3aumozeiictBun nonb3zoBareneil ¢ AWUC «Couzammra» a8 MNOAOUCAHUS C  HOMOILIBIO
AJIEKTPOHHOM MOJANHUCH JOKYMEHTOB B 3JIEKTPOHHOM BHUJE JIOJKHBI MUCIOJIb30BAThCS CPEICTBA

KpunTorpaduyeckoil 3auThl HHPOPMAIIUH.

3. Opranu3anoHHbIe MepPONPHUATHS 0 3aUTe HHpOpManun

B kauecTBe OpraHM3alMOHHBIX MeEp IS YIpaBICHHS 3alIUTOH M oOecredeHus
6e3onacHoctu AUC «CorzaiuTa» He06X0IUMO:

—obecrnieunTh pexuM 0e30IacHOCTH TOMEUIeHW, B KOTopbix pasmenieHa ANC
«Corzamuray, NPensITCTBYIOIIEro BO3MOXHOCTH HEKOHTPOJIMPYEMOTO MPOHHUKHOBEHUS WU

Hp€6BIBaHI/I$[ B OTUX IMOMCIICHHUAX JIML, HC UMCIOIUX IIpaBa AOCTYIIa B 9TU IIOMCHICHU A,



—00ecneunTh COXPaHHOCTH HOcUTened uHpopMmanuu orpaHuueHHoro npocryma ANC
«CorzamuTay;

—pacnpenenuts (QYHKIUH yIpaBIEHUS IOCTYNIOM K JAaHHBIM M UX OO0pabOTKOW MEXIy
TOJHKHOCTHBIMU JIHIIAMU;

—OIpeIeTUTh MOPSIIOK U3MEHEHUS IPaBUJI IOCTYIIA K 3alUIIaeMoil HHPOpMaIHH;

—OIpeeNTh MOPAJOK JEHCTBUN JIOJDKHOCTHBIX JIMI B CIy4ae BO3HHUKHOBEHHS
HEIITaTHBIX CUTYaIlUH;

—ONpEeACTUTh TOPSIOK IMPOBEACHUS KOHTPOJBHBIX MEpPONPHUATUH M JAEHCTBHHA MO €ro
pe3yJibTaTam.

B kauecTBe TeXHMUECKUX Mep Ul YIIPABICHHS 3alIUTON 1 oOecrieueHns 0e30MacHOCTH

AUC «Corzamuray He00X0aIUMO:

—HUJIeHTUDUKALIMIO U ayTEeHTU(UKALINIO CYObEKTOB JJOCTyNa U 00BEKTOB JOCTYIIA;

—YIIpaBJIEHHE JOCTYNIOM CyOBEKTOB 1OCTyIa K O0BEKTaM J0CTYIIa;

—OTrpaHHYCHHE IPOTPAMMHON CPEIIBI;

—3alIUTy MAIIMHHBIX HOCUTENEH nH(OpMAIINK;

—perucTpanuio coobITU 0€30MaCHOCTH;

—aHTHUBHUPYCHYIO 3aIIUTY;

—o0OHapyxeHue (MpeoTBpalleHIe) BTOPKEHUIA;

—KOHTPOJIb (aHAIN3) 3AIIUIIEHHOCTH HH()OpMAITUH;

—IeJIOCTHOCTh MH(POPMAILIMOHHOW CUCTEMBI U HHPOPMAIIHH;

—JIOCTYITHOCTb HH(OpMaLINU;

—3aIUTY CPeabl BUPTYaITH3alNH;

—3aIUTy TEXHUYECKUX CPEICTB;

—3aIUTy UHPOPMALMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpeJadn JaHHBIX.

Jns peanmzanuyl OpraHMW3allMOHHBIX M TEXHHUYECKHUX Mep HEOOXOIMMO pa3padoTaTh

OpraHU3alMOHHO-PACTIOPSIIUTENbHBIE JOKYMEHTHI, NpuBeAEHHbIe B Talmuue 2, a TaKxke
IPEIyCMOTPETh OpPraHU3allMOHHBIE MEPONPUSATHS, MPOBOJUMBIC JTOJKHOCTHBIMU JIMIIAMH, TPU

pabote B AVIC «Corzamuray.



Tabnuma 2. [lepedenb opraHM3allMOHHO-PACTIOPATUTENBHBIX JOKYMEHTOB

Ne HanMeHoBaHue n1OKyMeHTa IIpaBoBBIE aKTHI,
m HA OCHOBAHUM
KOTOPBIX BEAETCS
pa3paboTka
JTOKYMEHTOB
1. | JJokymenTr 00  ompeaejeHHH  OTBETCTBEHHOro  3a 3ammry | 1.9 [7]', m.7 [4]
unpopmanuu B AUC «Corzammuray.
2. JlokymeHT 00 ompeneneHWH JUIl, OTBETCTBEHHBIX 3a BbIsBIcHHE | M.18.1 [7]
WHIIUICHTOB U pearupoBaHKe Ha HUX
3. | Xypnan yuera CK3U AUC «Cormzammray, 3KCIUTyaTallMOHHOW | | 11.26, 27 [6]
TEXHUYECKON JIOKYMEHTAllMh K HUM, KJIIOYEBBIX JOKYMEHTOB (Jis
obnanaTensst KOHGUISHITMATHLHON HH(POPMAIIHIH )
4. | Ilepeuens nonn3oBarencii CK31 AVC «Conzamuray m.19 [6]
5. | 3akmrouenne o0 Bo3MoxkHocTH dkcruryataruun  CK3U  AWC | .7 [6]
«Corzammray
6. 3axmouenue mo oOyuenuto nomnbsizoBatened AUC «Comzamuray | m.21 [6]
npasuiaM padotel ¢ CK3U1U
7. | Ilepeuenp muL, AOCTYH KOTOPBIX K MEPCOHAJIBHBIM JIaHHBIM, .13 [3]
oOpabaTeiBaeMbIM B WH(OPMAIMOHHOM CHUCTEME, HEOOXOIUM IS
BBITIOJTHEHHS] HIMH CTYEOHBIX (TPYAOBBIX) 00s3aHHOCTEH
8. | JlokyMeHT 00 OmpeaencHUH JIMI, WMEIONMX IpaBo JgocTyna B | 1.6 [5], m.63 [6]
NoMelleHus, Tae pasmemensl wucnonbdyemble CK3U  AUC
«Corzamuray, xpansarcs CK3UW u (wnm) HOCHUTENH KITFOUEBOH,
ayTeHTUUIMpYIonIei u napoiabHor nHbopMaimu CK3U.
9. | IlpaBmia AocTyma B MOMEINEHHUS, TJIe pa3MeIleHbl HCIOJIb3yeMble | 1.6 [5], m.63 [6]
CK3U AUC «Corzammray, xpanstcs CK3U u (wim) HOcuTenn
KIIFOYEeBOM, ayTeHTUPUIUPYIOMIEH W MapoiabHOW HWH(POpMAINH
CK3U, B pabouee u Hepabouee BpeMs, a TaKKe B HEIITATHHIX
CUTYaIUsIX.
10. | )Xypnan  yuera  HOcUTeNled  MEPCOHAIBHBIX  JAHHBIX ¢ | 1. 7.0 [5]
WCIOJIb30BaHUEM PETUCTPALIMOHHBIX (3aBOJICKUX) HOMEPOB
11. | )XypHan ocymiecTBieHUsI BHYTPEHHETO KOHTposs W (winu) aynuta | cr. 18.1,m. 1.4 [2]
COOTBETCTBHS 00pPa0OTKH MEPCOHATBHBIX JIaHHBIX
12. | )XypHanm KOHTpoONIsi 3a COOJIOACHWEM YCJIOBHUH WCIIONB30BaHUS | 1. 7 [6]

CK3U1

! []- obo3HauYeHMe HOPMaTUBHOIO AOKYMEHTa, yKazaHHoro B Tabauue 1, Ha OCHOBaHMK KOTOpPOro paspabaTbiBaeTcs

OpraHM3aLMOHHO-PaCNoOPAANTENbHDLIN LOKYMEHT.
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