Meps! no 3amure nHpopManuu
B rOCYy1apCTBEHHO HH(POPMALIMOHHON cHUCTEeMe
«CoBpemeHnHoe oOpa3oBanue JIeHMHrpaacKou 001acTm»



MHPOPMALIMOHHOM  G€30MacHOCTH B TOCYAAapCTBEHHOW  MH(POPMALMOHHOM

1. OO0Omue MoJI0KeHU

HepequL JOKYMCHTOB, Ha OCHOBAaHHMHW KOTOPLIX BBIIIOJHAKOTCA MCEPOIPUATUA I10

CHUCTEMC

«CoBpemenHoe obpazoBanue Jlenunrpaackoii oonactm» (I'MC «Cono») npuBenés B Tabmiuie 1.

Taobnuua 1

Ne m\
1T

HanmenoBanue JOKYMEHTa

VYcinoBHOE
0003HaueHNEe

®denepanbubiii 3akoH Poccuiickoin ®denepanuu ot 27 urons 2006 .
Nel49-®3 «O6 wunpopmanuu, HWHPOPMAINMOHHBIX TEXHOJOTHAX H O
3amuTe HHOOPMAITUNY)

[1]

@enepanbublii 3akoH Poccuiickoit denepaunu ot 27 wurons 2006 r.
No152-D3 «O nepcoHalbHBIX JaHHBIX

2]

IlocranoBnenne  IlpaBurensctBa  Poccmiickoit ~ Pepepaumu 0T
01.11.2012 r. Nelll9 «OO6 yTBepxaeHHMH TpeOOBAaHUM K 3aluTe
NEPCOHAIBHBIX JIAHHBIX MpU HX 00paboTKe B HHPOPMALMOHHBIX
CUCTEMAX NEPCOHAJIBHBIX JAHHBIX»

[3]

[Tocranosnenue [IpaButensctBa Poccuiickont @enepanun ot 06.07.2015
Ne 676 «O TpeOoBaHMAX K TOPSJKY CO3[aHUS, PA3BUTHUS, BBOJA
B OKCIUTyaTallMio0, OSKCIUTyaTallkd W  BBIBOJA W3  DKCIUTyaTalllH
rOCyJJapCTBEHHBIX HHPOPMALMOHHBIX CUCTEM M JJAIbHEHUIIIETO XpaHEHHs
coJjiep Karieiics: B ux 6a3ax TaHHBIX HHPOpMaIIUM

[4]

[Tpuka3 ®Cb Poccun ot 10 uross 2014 roga Ne 378 «OO0 yTBepkaeHUN
CocraBa M copep)kaHUsl OPraHM3ALMOHHBIX U TEXHUYECKHX Mep IO
o0ecrieyeHnI0 0€30MacHOCTH EPCOHANBHBIX JAHHBIX MPU UX 00paboTKe
B MHQOPMAIMOHHBIX  CHCT€MaX  IMEpPCOHAIBHBIX  JaHHBIX C
UCTIOJIb30BaHUEM CPEJCTB KPUNTOTpapuueckor 3amuThl UHPOpPMALIUH,
HEOOXOIUMBIX JUIsl BBINOJIHEHUs YCTaHOBJIEHHBIX [IpaBuTenbscTBOM
Poccuiickoii denepanuu TpeOOBaHUN K 3aIIUTE MEPCOHATBHBIX JAHHBIX
JUI KQXJI0T0 U3 YPOBHEH 3aIMIIEHHOCTH

[Tpukaz DAIICHU ot 13 wmrons 2001 r.Nel52 «OO6 yTBepkaeHHM
WucTpykuuu 00 opraHu3aiui U 00ecIiedeHnH 0e301acHOCTH XpaHEHUs,
00paboTKH U Tiepeavn 1Mo KaHajdaM CBSI3H C HUCIIOJIb30BAHUEM CPEJICTB
Kpunrorpaguyeckord  3ammThl  MHPOPMAMKM C  OTPAaHHYCHHBIM
JIOCTYTIOM, HE coepKalen CBEJICHUM, COCTaBJISIOLIUX
TOCYJJApPCTBCHHYIO TalHY»

[Mpuka3z ®CTIK Poccun ot 11 despans 2013 Ne 17 O6 yTBepxaeHUH
TpeboBanuii o  3amuTe  MHQOpPMAIMKM, HE  COCTABIAIOLICH
rOCy/JapCTBEHHYIO0  TaliHy, CoOJepJKalleics B  TOCYJIapCTBEHHBIX
MH(QOPMALIMOHHBIX CUCTEMAaX

[Mpuka3 @enepanbHON CIyX OBl TO TEXHHYECKOMY W OSKCIIOPTHOMY
koHTponto Poccuiickoit ®@enepannu (nanee - ®CTIK Poccum) ot 18
despasst 2014 1. Ne 21 00 yrtBepxkneHum CocraBa W COJCpIKAHUS
OpPraHU3AIMOHHBIX Y TEXHUYECKHX MEp M0 00eCreYeHnI0 0e30MacHOCTH
MEPCOHAIBHBIX JIAHHBIX TpH HX 00paboTke B HWHPOPMAIMOHHBIX
CHUCTEMax NEPCOHAIbHBIX JaHHBIX

2. Tpeﬁona}mn K IPUMEHACMBIM CpEACTBaAM 3alIUTHI l/lH(l)OpMalII/II/I
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ABToMaTu3upoBaHHble paboune mecta, nogkimodaemble kK [MIC «Conoy», H0mKHBI OBITH
aTTeCTOBaHbl B COOTBETCTBMM C TpPEOOBAHMAMU IO 3alUTe HHPoOpMamuu 1o 3 Kiaccy
samuménnocTa (K3), B coorBerctBum ¢ mpukazom ®CTIOK Poccum ot 11.02.2013 Ne 17 «O6
yTBepkJIeHMH TpeOGoBaHui o 3ammre HMHGOpPMAlMU, HE COCTaBISIOMIEH T'OCYIapCTBEHHYIO
TaiiHy, cojieprKaleiicsl B rocy1apcTBEHHBIX HH(OPMAIIMOHHBIX CUCTEMaX.

Cpencrta 3amuthl nHpopmanuu (C3U), npumensemsie B [IC «Comoy, TOJKHBI UMETh
cepTu(UKAThl COOTBETCTBUS TPeOOBaHUSIM MO 0€30MacHOCTH MHGOpPMAaIUU, TOATBEPKIAIOIINM
BO3MOXHOCTh MX NPHUMEHEHHs B TOCYAApCTBEHHBIX MH(QOPMALMOHHBIX CHCTEMaX HE HIDKE 3
kiacca 3amumeHHocTa (K3).

B cocraBe Cucrempr 31U I'MC «Comno» AOMKHBI NPUMEHSTHCS CPENCTBA 3alUThI
uH(pOpMalny, YIOBIETBOPSAIOIINE TPEOOBAHUSIM:

- CpeICTBa AaHTMBHMPYCHOM 3amuThl He Hike 4 kiacca («TpeboBaHus K cpeacTBam
aHTUBUPYCHOM 3amuTb» YTBepkaeHsl npukazoM PCTOK Poccum or 20 mapra 2012
Ne28 ICIN);

— MeXceTeBble dKpaHbl He HIke 6 kiacca («TpeGoBaHHS K MEKCETEBBIM HKpaHam»
VYreepxnaens! npukazoMm @CTIK Poccun ot 9 pespans 2016 r. Ne9, J1CIT);

- CpeIcTBa KpUITOTpaguuecKoi 3ammThl nHpopManuy He Huxe kiacca KC1;

— CpeICTBa 3alUThl MHYOPMAIMKM OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

B kauectBe cpenctB Kpunrorpadguyeckoi 3ammThl HHGOpPMAIMH TPH  YIAIEHHOM
B3aumojieiictBuu nodp3oBareneid ¢ ['MC «Cono» mig nmoanucaHus ¢ MOMOIIBIO 3JIEKTPOHHOM
NOANMCH  JOKYMEHTOB B  JJIEKTPOHHOM  BHJIE€  JIOJDKHBI ~ HCHOJB30BATBCS  CPEACTBA

KpUnrorpaduyeckoi 3amuThl THPOPMALIUH.

3. Opranu3auMoHHbIe MEPONPHUATHSA 110 3a1MTe HHPOpMaLMHU

B kayectBe oOpraHM3allMOHHBIX Mep JJI1 YOpPaBJIEHUS 3allluTOW M oOecredeHus
oe3onacuoctd ' UC «Cono» HE0OXOAUMO:

—obecneunTh pexuM 0e30macHOCTH NoMeleHui, B kotopbix pasmemieHa ['MC «Conoy,
IPEMATCTBYIOIIETO0 BO3MOXXHOCTH HEKOHTPOJHPYEMOTO IMPOHUKHOBEHUS WIM NpeObIBaHUSA B
3TUX NOMEILIEHUX JIUI, HE UMEIOLIMX IpaBa JOCTyNa B 3T IOMELICHMS,

—00ecneunTh COXPAaHHOCTH HOcHTened HuHpopMmauuu orpaHuueHHoro poctyna ['MC

«Conow;



—pacnpenenuts (YHKIUH yNpaBlIeHUs IOCTYNIOM K JaHHBIM M UX OOpabOTKOW MEXIy
JOJPKHOCTHBIMU JIMIIAMU;

—ONPEACTUTh MOPSAOK U3MEHEHHUS IPABIIT JOCTYTIA K 3aIIUIIIaeMOi HHPOPMAaINH;

—ONpEeACTUTh TOPSIOK JEHCTBUH JOJDKHOCTHBIX JIMII B CIlydae BO3HHUKHOBEHUS
HEIUTaTHBIX CUTYyallU;

—ONpEAEIUTh TOPSIOK IMPOBEACHUS KOHTPOJBHBIX MEpPONPHUATHH M JAEHCTBUH MO €ro
pe3yJbTaram.

B kauecTBe TeXHMUECKUX MEp Ul YIPaBJICHHS 3alUTON 1 oOecrieueHus 0e30MacHOCTH

I'NC «Cono» HeoOxoaumo:

—HUJIeHTU(UKALIMIO U ayTEeHTU(UKALINIO CyObEKTOB JJOCTyNa U 00BEKTOB JOCTYIIA;

—yHIpaBJieHUe 0CTYIIOM CYOBEKTOB JOCTYIA K 00bEKTaM J0CTYIIa;

—OrpaHMYCHHUE IPOTPAMMHON CPEIIbI;

—3allUTy MAallMHHBIX HOCUTENEH nHpopMaluu;

—PpErucTpanuio coobITUi 6€30MaCHOCTH;

—aHTUBUPYCHYIO 3aILUTY;

—o0OHapyxeHue (IpeaoTBpaIIeHNE) BTOPKCHUI;

—KOHTPOJIb (aHAIN3) 3AUIUIIEHHOCTH WH(OpMAIUH;

—1IeJIOCTHOCTh MH(POPMALIMOHHOW CUCTEMBI U HHPOPMALHH;

—JIOCTYTHOCTh UH(POPMALIUY;

—3aIUTY CPeabl BUPTYaIH3alNH;

—3alUTy TEXHUYECKUX CPECTB;

—3alUTy UHPOPMALIMOHHONW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpeJau JaHHBIX.

Jnis peanmzanuyl OpraHM3allMOHHBIX M TEXHHYECKUX Mep HEO0OXOIMMO pa3padoTaTh

OpTaHU3aIMOHHO-PACTIOPSIIUTENILHBIE JIOKYMEHTHI, TNpuBeAEHHbIe B Tabmmie 2, a Takke
IPESyCMOTPETh OPraHU3allMOHHbIE MEPONPUATHS, MPOBOIUMBIE JTOJKHOCTHBIMU JIMLIAMM, TPU

pabote B TC «Como».



Ta6n1z1ua 2. HepequL OpTraHHU3allUOHHO-PACTIOPAAUTCIIBHBIX JOKYMCHTOB

Ne HanmMeHnoBanue njokyMeHTa IIpaBoOBBIE aKTHI,
m HA OCHOBAHUM
KOTOPBIX BeAETCA
paspaboTka
JTOKYMEHTOB

1. | JJokymeHT 00  OmpeAelIeHMH  OTBETCTBEHHOro  3a 3ammry | 1.9 [7]', m.7 [4]
unpopmanuu B 'MC «Comnop.

2. | IlpaBuna pasrpaHuueHHs TOCTyna CyObEeKTOB aocTyna K oowsekTam | m.15.1, 16.3 [7]
noctyna napopmanmonHoit cuctemsl [ UIC «Comoy.

3. | Kypnan yuwera CK3U THUC «Conoy», sKCmilyataliioHHOH u | 1m.26, 27 [6]
TEXHUYECKON TOKYMEHTAllMUu K HUM, KJIIOUEBBIX JOKYMEHTOB (st
o0namarenst KOHPpHUISHITMAIBHON HHPOPMAITIH)

4. | Ilepeuens noaw3oBateneid CK3U I'MC «Comox» .19 [6]

5. | 3akmouenue o Bo3MoxHocTH dkcruryatanun CK3U I'MC «Conoy» .7 [6]

6. | 3akmouenue no odydenuto noas3oparenei [ UC «Cono» npasunam | m.21 [6]
pabotsl ¢ CK3U1

7. | Ilepeuenp muL, AOCTYH KOTOPBIX K MEPCOHAJIBHBIM JIaHHBIM, .13 [3]
oOpabaTeiBaeMbIM B WH(OPMAIMOHHOM CHUCTEME, HEOOXOIUM IS
BBITIOJTHEHHS] MU CTYXEOHBIX (TPYAOBBIX) 00s3aHHOCTEH

8. | JlokyMeHT 00 oOmpeaencHUH JIMI, WMEIONMX IpaBo JgocTtyna B | 1.6 [5], m.63 [6]
nomeneHus, rae pasmenensl uenonbdyemble CK3U I'MC «Comnoy,

XPAHATCS CK3H1 u (nnn) HOCHUTEINH KITFOUYEBOH,
ayTeHTUUIMpYIouIei u napoiabHor nHbopMaimu CK3U.

9. | IlpaBmia gocTyma B MOMEINEHUS, TJIe pa3MeIleHbl HCIOJIb3yeMble | 1.6 [5], m.63 [6]
CK3U I'C «Comnoy, xpanustcs CK3U u (n1r) HOCUTENH KITFOUEBOH,
ayTeHTHQUIIUpYOMEeH u mnaponsbHo uHopmammu CK3U, B
pabouee u Hepabodee BpeMs, a TAK)KE B HEIITATHBIX CUTYaIIHSIX.

10. | XypHan  ydyera  HOCHTENEH  NEPCOHAIBHBIX  JaHHBIX € | 1. 7.0 [5]
HCTIOJIb30BAHUEM PETHCTPAITMOHHBIX (3aBOJICKUX) HOMEPOB

11. | )XypHan ocyuiecTBIeHUs] BHYTPEHHETO KOHTpoys W (wiu) aymuta | cr. 18.1,1m. 1.4 [2]
COOTBETCTBHS 00pabOTKH NMEPCOHATBHBIX JAHHBIX

12. | Kypnan xoHTponsi 3a CcOOJIOACHHEM YCJIOBM HCIONb30BaHus | 1. 7 [6]

CK3H1

! []- obo3HauYeHMe HOPMaTUBHOIO AOKYMEHTa, yKazaHHoro B Tabauue 1, Ha OCHOBaHMK KOTOpPOro paspabaTbiBaeTcs

OpraHM3aLMOHHO-PaCNoOPAANTENbHDLIN LOKYMEHT.
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