MepsI no 3amure nHpopMauu
B HH(OPMALMOHHO-AHAJIUTHYECKOI cHCTeMe YIIPaBJIeHUs Pa3BUTHEM
arponpoMbIIIJICHHOT0 M PbI00X03AHCTBEHHOI0 KOMILJIEKCA
JleHHHTpaACKOil 00J1aCcTH



1 OO0mue MoJI0OKEeHUA

HepequL JOKYMCHTOB, Ha OCHOBAaHHMHW KOTOPLIX BBIIIOJHAKOTCA MCEPOIPUATUA I10

MHPOPMALIMOHHOW 0€30macHOCTH B HH(POPMALMOHHO-aHAIUTUYECKOM CHCTeMe yNpaBJIeHUsS

pa3BUTHEM arpONpPOMBIIIIEHHOTO U PHIOOX03IHCTBEHHOTO KoMILiekca JleHnHrpaackoii obiaactu

(MC «Arponpom») npuseaéH B Tadbauue 1.

Tabmwmia 1

Ne mm\

II

HaunmenoBanue JAOKYMCHTa

YcnoBHOE
o0o3HaueHne

@enepanbHblii 3akoH Poccuiickoit ®enepaunn ot 27 wnrons 2006 r.
Nel49-®3 «O6 undopmanuu, HWHGPOPMALMOHHBIX TEXHOJOTHSIX HU O
3anmTe MHGOpMaIUmy

[1]

®denepanbubiil 3akoH Poccuiickoin @Penepanuu ot 27 urons 2006 .
No152-D3 «O nepcoHalbHBIX JaHHBIX)

2]

[TocranoBnenue  IlpaButenbctBa  Poccuiickoir ~ ®enmepauuu  OT
01.11.2012 r. Nelll9 «OO0O yTBepxkaeHUM TpeOOBaHUN K 3alllUTe
MEPCOHAIBHBIX JIAHHBIX MpU HX 00paboTke B HHPOPMAIMOHHBIX
CUCTEMAX NEPCOHAJIBHBIX JAHHBIX)»

[3]

[Tocranosnenue [IpaButensctBa Poccuiickoint @enepanun ot 06.07.2015
Ne 676 «O TpeboBaHMSX K TOPSAKY CO3JAaHUS, pa3BUTUSA, BBOJA
B DKCIUTyaTallMio, OJKCIUTyaTalldd W BBIBOJAA U3  OJKCIUTyaTalluu
TOCYIapCTBCHHBIX HH(POPMAIIMOHHBIX CUCTEM U JAITBHEUIIICTO XPaHCHHS
coJiep Kalreics B ux 6a3ax TaHHBIX HHPOpMaIUH

[Tpukaz ®Cb Poccun ot 10 uronst 2014 roma Ne 378 «O06 yTBepkaeHUN
CocraBa M copep)kaHUsl OPraHMU3ALMOHHBIX W TEXHUYECKMX Mep IO
obecrieyeHnt0 0€301MacCHOCTH TIEPCOHANBHBIX JAHHBIX TPU UX 00paboTKe
B MHQOPMAIMOHHBIX  CHCT€MaX  IMEpPCOHAIBHBIX  JaHHBIX C
UCTIOJIb30BaHUEM CPEJCTB KPUNTOTpapuUecKor 3amuThl HHPOPMALINH,
HEOOXOIUMBIX JUIsl BBIMOJIHEHUs YCTaHOBJIEHHBIX [IpaBuTEnbCTBOM
Poccutiickoii @enepanun TpeOOBaHUI K 3alIUTE MEPCOHATBHBIX JTaHHBIX
JUISL KQXJI0T0 U3 YPOBHEH 3aIUIICHHOCTH

[5]

[Tpuxkaz DAIICU or 13 wurons 2001 r.Nel52 «O6 yrBepxaeHuu
WucTtpykunu 06 opranu3anuu u o0ecreuyeHuu 0e30MacHOCTH XpaHEeHHs,
00paboTKHu W Tepefadu Mo KaHaJlaM CBS3U C HCIIOJIB30BAHUEM CPEJICTB
Kpuntorpadguyeckoil  3ammThl  MHGOpPMALMK € OTPAaHUYCHHBIM
JIOCTYTIOM, HE coaepKalen CBEICHUM, COCTAaBJISTIOIINX
rOCYJIapCTBEHHYIO TalHY»

[6]

[Tpuxa3z ®CTIK Poccuu ot 11 despans 2013 Ne 17 O6 yTBepKIeHUH
TpeboBanuii o  3amuTe  HHQOpPMAIMHM, HE  COCTaBISIOLICH
FOCYJapCTBEHHYK)  TalHy, COJEp)Kallelcs B  TOCYJApCTBEHHBIX
MH(POPMALIMOHHBIX CUCTEMAaxX

[7]

[Ipuka3z denepanbHON CIYXOBI TO TEXHUYECKOMY M OSKCIIOPTHOMY
koHTpomo Poccuiickoit @enepanuu (nanee - @CTOK Poccun) or 18
deBpans 2014 r. Ne 21 o0 yrBepkaennmn CocTaBa W COAEpNKAHUS
OpPTaHHU3AIMOHHBIX U TEXHUYECKUX MEp M0 00eCIeYeHHI0 Oe30MacHOCTH
MEPCOHANBHBIX JAaHHBIX MPH HX 00paboTKe B HH(POPMAIMOHHBIX
CUCTCMaAX IICPCOHAJIBHBIX JAHHBIX




2. TpeGoBanus K NpMMeHsIeMbIM CPeACTBAM 3alMTHI HHPOPMALINHU

ABTOMaTH3UpOBaHHBIE paboune mecrta, noakiarodaeMmbie Kk MC «Arpornpom», TOIKHBI
OBITh aTTECTOBAHBI B COOTBETCTBHMU C TPEOOBAHMSIMH IO 3alUTe WH(MOpPMAIUU MO 3 KiIaccy
samuménHocTy (K3), B coorBercTBumM ¢ npukazom ®CTIK Poccum ot 11.02.2013 Ne 17 «O6
yTIBep)kJIeHun TpeOoBaHMil O 3ammre WHPOPMALUHU, HE COCTABISIONIEH TOCYIapCTBEHHYIO
TaiiHy, co/iepiKalieiicsl B roCy1apCcTBEHHBIX HH(OPMAIIMOHHBIX CUCTEMAaX).

CpenctBa 3amutel uHpopManuu (C3U), npumensemsie B UC «Arponpom», IOTKHBI
UMEeTh CcepTUUKATBl COOTBETCTBUS TpeOOBaHMSIM MO Oe3omacHOCTH  HH(pOpPMAIUH,
MOJATBEPXKIAIOIIMM BO3MOXXHOCTh HMX IPHUMEHEHHS B TOCYIAapPCTBEHHBIX HH(POPMALMOHHBIX
cuctemMax He Hike 3 kiacca 3amuiieHHoctH (K3).

B cocraBe Cucremsl 31 MC «Arpornpom» TOJDKHBI NPUMEHSTBCS CPEICTBA 3aIUTHI
uH(bOpMaIlK, YIOBIECTBOPSIONINE TPEOOBAHUSIM:

- CpeIcTBa AaHTMBHUPYCHOW 3amuThl He HIbke 4 kiacca («TpebGoBaHus K cpeacTBam
aHTUBUPYCHOM 3amuTb»y YTBepkaeHsl npukazoM DPCTIK Poccum or 20 mapra 2012
Ne28 ICIN);

- MeXceTeBble dKpaHbl He HIbke 6 kiacca («TpeGoBaHUS K MEKCETEBBIM HKpaHaM»»
Yreepxaens! npukazom ®CTIK Poccum ot 9 despans 2016 r. Ne9, JICII);

- CpeAcTBa 3allUThl UHQOPMALIUK OT HECAHKLIIMOHUPOBAHHOTO JIOCTYTIA;

- CpelcTBa KpunTorpaguueckoi 3aumThel nHpopmamuu He Huxe kiacca KC1.

B xkauectBe cpeactB kpunrorpaduyeckoil 3ammTbl HWHGOPMALUMU MPH YIATEHHOM
B3auMoeiicTBuu nosb3oBateneit ¢ UC «Arponpom» AJisg NOANUCAHUS ¢ TOMOILBIO 3JIEKTPOHHOMN
MOANUCH  JOKYMEHTOB B  3JEKTPOHHOM BHJAE JOJDKHBI  HCIOJB30BaThCSl  CPEICTBA

KpunTorpaduyeckoil 3auThl HHPOPMAIIUH.

3. Opranu3anoHHbIe MepPONPHUATHS 0 3aUTe HHpOpManun

B kauecTBe OpraHM3allMOHHBIX Mep Ul YHOPaBJIEHUS 3allUTOW U oOecreueHUs
6e3onacHoctu UC «Arponpom» HE00X0AUMO:

—o0ecrnieunTh peXuM Oe30MacHOCTH MOMeNIeHUH, B KoTopbix pasmenieHa UC
«ATpOTIPOM», MPEMATCTBYIOMIETO BO3MOXXHOCTH HEKOHTPOJIMPYEMOT0 IPOHUKHOBEHUS WU

Hp€6BIBaHI/I$[ B OTUX IMOMCIICHHUAX JIML, HC UMCIOIUX IIpaBa AOCTYIIa B 9TU IIOMCHICHU A,



—00€eceunTh COXPAaHHOCTH HOcHTeNed uHpopMauuu orpanudeHHoro pocrymna MC
«Arpornpomy;

—pacnpenenuts (QYHKIUH yIpaBIEHUS IOCTYNIOM K JAaHHBIM M UX OO0pabOTKOW MEXIy
TOJHKHOCTHBIMU JIHIIAMU;

—OIpeIeTUTh MOPSIIOK U3MEHEHUS IPaBUJI IOCTYIIA K 3alUIIaeMoil HHPOpMaIHH;

—OIpeeNTh MOPAJOK JEHCTBUN JIOJDKHOCTHBIX JIMI B CIy4ae BO3HHUKHOBEHHS
HEIITaTHBIX CUTYaIlUH;

—ONpEeACTUTh TOPSIOK IMPOBEACHUS KOHTPOJBHBIX MEpPONPHUATUH M JAEHCTBHHA MO €ro
pe3yJibTaTam.

B kauecTBe TeXHHYECKMX MEp AJIsl YIpaBICHUS 3allUTON U obecriedeHus: 0€30IacHOCTH

NC «Arpomnpom» HEOOXOIUMO:

—HUJIeHTUDUKALIMIO U ayTEeHTU(UKALINIO CYObEKTOB JJOCTyNa U 00BEKTOB JOCTYIIA;

—YIIpaBJIEHHE JOCTYNIOM CyOBEKTOB 1OCTyIa K O0BEKTaM J0CTYIIa;

—OTrpaHHYCHHE IPOTPAMMHON CPEIIBI;

—3aIUTy MAIIUHHBIX HOCUTENEH nHpopMaInu;

—perucTpanuio coobITU 0€30MaCHOCTH;

—aHTHUBHUPYCHYIO 3aIIUTY;

—o0OHapyxeHue (MpeoTBpalleHIe) BTOPKEHUIA;

—KOHTPOJIb (aHAIN3) 3AIIUIIEHHOCTH HH()OpMAITUH;

—IeJIOCTHOCTh MH(POPMAILIMOHHOW CUCTEMBI U HHPOPMAIIHH;

—JIOCTYITHOCTb HH(OpMaLINU;

—3aIUTY CPeabl BUPTYaITH3alNH;

—3aIUTy TEXHUYECKUX CPEICTB;

—3aIUTy UHPOPMALMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpeJadn JaHHBIX.

Jlng peanuzalnuy OpPraHU3allMOHHBIX M TEXHMYECKUX Mep HeoO0XOAMMO pa3paboTaTh

OpraHU3alMOHHO-PACTIOPSIIUTENbHBIE JOKYMEHTHI, NpuBeAEHHbIe B Talmuue 2, a TaKxke
IPEIyCMOTPETh OpPraHU3allMOHHBIE MEPONPUSATHS, MPOBOJUMBIC JTOJKHOCTHBIMU JIMIIAMH, TPU

pabote B IC «Arporpomy.



Tabnuma 2. [lepedenb opraHM3allMOHHO-PACTIOPATUTENBHBIX JOKYMEHTOB

Ne HanMeHoBaHue n1OKyMeHTa IIpaBoBBIE aKTHI,
m Ha OCHOBAHUM
KOTOPBIX BEAETCS
pa3paboTka
JTOKYMEHTOB
1. | JJokymenTr 00  ompeaejeHHH  OTBETCTBEHHOro  3a 3ammry | 1.9 [7]', m.7 [4]
unpopmanuu B UC «Arpornpomy.
2. JlokymeHT 00 ompeneneHWH JUIl, OTBETCTBEHHBIX 3a BbIsBIcHHE | M.18.1 [7]
WHLUJEHTOB U pearupoBaHue Ha HUX
3. | Xypnan yuyera CK3U UC «Arpomnpomy», 3KCIUTyaTallMOHHOW H | 11.26, 27 [6]
TEXHUYECKON JIOKYMEHTAllMh K HUM, KJIIOYEBBIX JOKYMEHTOB (Jis
obnanaTensst KOHGUISHITMATHLHON HH(POPMAIIHIH )
4. | llepeuens nompioBateneii CK3U UC «Arponpom» .19 [6]
5. | 3akmioueHne o Bo3MokHocTH dkcmmyarauun  CK3U  UC | n.7 [6]
«Arpornpom»
6. | 3akmoueHnne mno oOyuyeHuto mnosb3oBaTeneit MC «Arpomnpom» | m.21 [6]
npasuiaM padotel ¢ CK3U1U
7. | Ilepeuenp muL, AOCTYH KOTOPBIX K MEPCOHAJIBHBIM JIaHHBIM, .13 [3]
oOpabaTeiBaeMbIM B WH(OPMAIMOHHOM CHUCTEME, HEOOXOIUM IS
BBITIOJTHEHHS] HIMH CTYEOHBIX (TPYAOBBIX) 00s3aHHOCTEH
8. | JlokyMeHT 00 OmpeaencHUH JIMI, WMEIONMX IpaBo JgocTyna B | 1.6 [5], m.63 [6]
IoMelleHusi, rae pasMmemensl ucnonb3dyeMble CK3U  UC
«Arponpom», xpansrcs CK3W wu (Wau) HOCUTENH KITFOUEBOH,
ayTeHTUUIMpYIonIei u napoiabHor nHbopMaimu CK3U.
9. | IlpaBmia AocTyma B MOMEINEHHUS, TJIe pa3MeIleHbl HCIOJIb3yeMble | 1.6 [5], m.63 [6]
CK31U UC «Arpompom», xpanstcs CK3W u (unu) Hocutenu
KIIFOYEeBOM, ayTeHTUPUIUPYIOMIEH W MapoiabHOW HWH(POpMAINH
CK3U, B pabouee u Hepabouee BpeMs, a TaKKe B HEIITATHHIX
CUTYaIUsIX.
10. | )Xypnan  yuera  HOcUTeNled  MEPCOHAIBHBIX  JAHHBIX ¢ | 1. 7.0 [5]
WCIOJIb30BaHUEM PETUCTPALIMOHHBIX (3aBOJICKUX) HOMEPOB
11. | )XypHan ocymiecTBieHUsI BHYTPEHHETO KOHTposs W (winu) aynuta | cr. 18.1,m. 1.4 [2]
COOTBETCTBHS 00pPa0OTKH MEPCOHATBHBIX JIaHHBIX
12. | )XypHanm KOHTpoONIsi 3a COOJIOACHWEM YCJIOBHUH WCIIONB30BaHUS | 1. 7 [6]

CK3U1

! []- 0603HAYEHHE HOPMATUBHOTO JOKYMEHTA, yKa3aHHOTro B Tabuuile 1, Ha OCHOBAHMU KOTOPOTO pa3pabaThiBaeTcs
OpTraHU3AIMOHHO-PACTIOPSIUTEIIBHBIN TOKYMEHT.
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