MepsI no 3amure nHpopMauu
B HHGOPMALIMOHHOI cucTeMe
«l'ocTexnaa3op Jkcnepr»



1 OO0mue MoJI0OKEeHUA
[lepeyeHp TOKYMEHTOB, HAa OCHOBAaHHUH KOTOPBIX BBITIOJHSIIOTCS MEPONPHITHS TI0

MHPOPMALIMOHHON 6e30nmacHOCTH B MHPOpMaLnoHHOM cucteme «IoctexHanzop Dkcnepr» (MC

«["ocTexnanzop Dxcnept») npuBeacH B Tadmuie 1.

Tabmuna 1
Ne m\ HaunmenoBanue qokyMeHTa VYcinoBHOE
jul 0003HaYeHNE

1. ®denepanbHblii 3akoH Poccuiickoit Denepanuu ot 27 urons 2006 1. | [1]
Nel49-®3 «O6 wunpopmanuu, HWHPOPMAINMOHHBIX TEXHOJOTHAX H O
3anuTe HHpopMarmm»

2. ®enepanpublii 3ak0H Poccuiickoit ®@enepanuu ot 27 urons 2006 1. | [2]
No152-D3 «O nepcoHalbHBIX JaHHBIX
3. [ToctanoBnenne  IlpaButensctBa  Poccmiickoit ~ @enepammu ot | [3]

01.11.2012 r. Nelll9 «OO6 yTBepxaeHHMH TpeOOBAaHUM K 3aluTe
NEPCOHAIBHBIX JIAHHBIX MpU HX 00paboTKe B HHPOPMALMOHHBIX
CUCTEMAX NEPCOHAJIBHBIX JAHHBIX»

4. [Toctanosnenune [IpaButensctBa Poccuiickoit @enepanun ot 06.07.2015 | [4]
Ne 676 «O TpeOoBaHMAX K TOPSJKY CO3[aHUS, PA3BUTHUS, BBOJA
B OKCIUTyaTallMio0, OSKCIUTyaTallkd W  BBIBOJA W3  DKCIUTyaTalllH
rOCyJJapCTBEHHBIX HHPOPMALMOHHBIX CUCTEM M JJAIbHEHUIIIETO XpaHEHHs
coJjiep Karieiics: B ux 6a3ax TaHHBIX HHPOpMaIIUM

3. [Tpuka3z ®Ch Poccun ot 10 utons 2014 roga Ne 378 «O6 yrBepxkaenuu | [5]
CocraBa M copep)kaHUsl OPraHM3ALMOHHBIX U TEXHUYECKHX Mep IO
o0ecrieyeHnI0 0€30MacHOCTH EPCOHANBHBIX JAHHBIX MPU UX 00paboTKe
B MHQOPMAIMOHHBIX  CHCT€MaX  IMEpPCOHAIBHBIX  JaHHBIX C
UCTIOJIb30BaHUEM CPEJCTB KPUNTOTpapuueckor 3amuThl UHPOpPMALIUH,
HEOOXOIUMBIX JUIsl BBINOJIHEHUs YCTaHOBJIEHHBIX [IpaBuTenbscTBOM
Poccuiickoii denepanuu TpeOOBaHUN K 3aIIUTE MEPCOHATBHBIX JAHHBIX
JUI KQXJI0T0 U3 YPOBHEH 3aIMIIEHHOCTH

6. [Mpukaz DAIICU or 13 wmrors 2001 1.Nel52 «OO6 yrBepxkacauu | [6]
WucTpykuuu 00 opraHu3aiui U 00ecIiedeHnH 0e301acHOCTH XpaHEHUs,
00paboTKH U Tiepeavn 1Mo KaHajdaM CBSI3H C HUCIIOJIb30BAHUEM CPEJICTB
Kpunrorpaguyeckord  3ammThl  MHPOPMAMKM C  OTPAaHHYCHHBIM
JIOCTYTIOM, HE coepKalen CBEJICHUM, COCTaBJISIOLIUX
TOCYJJApPCTBCHHYIO TalHY»

7. [Tpuka3z ®CTIK Poccun ot 11 despans 2013 Ne 17 O6 yrBepxnaenun | [7]
TpeboBanuii o  3amuTe  MHQOpPMAIMKM, HE  COCTABIAIOLICH
rOCy/JapCTBEHHYIO0  TaliHy, CoOJepJKalleics B  TOCYJIapCTBEHHBIX
MH(QOPMALIMOHHBIX CUCTEMAaX

8. [Tpuka3 @enepanbHON CIy)ObI TO TEXHHYECKOMY W 3KCIOpTHOMY | [8]
koHTponto Poccuiickoit ®@enepannu (nanee - ®CTIK Poccum) ot 18
despasst 2014 1. Ne 21 00 yrtBepxkneHum CocraBa W COJCpIKAHUS
OpPraHU3AIMOHHBIX Y TEXHUYECKHX MEp M0 00eCreYeHnI0 0e30MacHOCTH
MEPCOHAIBHBIX JIAHHBIX TpH HX 00paboTke B HWHPOPMAIMOHHBIX
CUCTEeMaX MepCOHATBHBIX JAHHBIX

2. TpeGoBanusi K NPpUMeEHsIEMbIM CPeACTBAM 3a1UUTHI HHpOpMaUMHU



ABTOMaTH3UpoOBaHHbIe paboune Mecta, noakitoyaeMslie k IC «I"octexHanzop Dxcnept»,
JOJDKHBI OBITH aTTECTOBAaHBI B COOTBETCTBMU C TPEOOBAHUSAMH IO 3amuTe MH(pOpMaruu mo 3
kiaccy 3amuiménnocTu (K3), B coorBerctBum ¢ npukazom @CTIK Poccun ot 11.02.2013 Ne 17
«O0 ytBepxkaennn TpeboBanuii 0 3amure MHGOPMALIMU, HE COCTABIIAIONIEH TOCY/IapCTBEHHYIO
TaliHy, cojieprKalleiicsl B rocy1apCTBEHHBIX HH(OPMAIIMOHHBIX CUCTEMAX.

Cpenctra 3ammrthsl uadopmanuu (C3N), mpumensemsie B UC «['ocTexHanazop DkcmepTy,
JOJDKHBI MMETh CePTH(HKATHI COOTBETCTBUS TPEeOOBaHUSAM MO Oe30macHOCTH WH(POpMAINH,
MOJTBEPXKJIAIOIIUM BO3MOXHOCTh HMX TNPUMEHEHHs] B TOCYJAapCTBEHHBIX HH(OPMALMOHHBIX
cucTeMax He Hrke 3 kiacca 3amuiieHHocTH (K3).

B cocraBe Cucremel 31 NC «l'ocTexHan3op DKcnepT» NOJKHBI IPUMEHATHCSA CPECTBA
3alIMTHl HH(POPMAIINH, YAOBIETBOPSIONINE TPEOOBAHUSIM:

- CpeAcTBa aHTUBUPYCHOM 3amuThl He Hke 4 kiacca («TpeOoBaHus K cpeiacTBam
aHTUBUPYCHOM 3ammTb» YTBepkaeHsl npukazoM DPCTOK Poccum or 20 mapra 2012
Ne28 ICIN);

- MeKceTeBble 3KpaHbl He Hmke 6 kiacca («TpeboBaHHS K MEXKCETEBBIM JKpaHaM»
VYreepxnaens! npukazom @CTIK Poccun ot 9 pespans 2016 r. Ne9, JICIT);

- CpeICTBa 3alUThl HHYOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIA;

- cpencTBa KpunTorpapudeckoi 3amuTel nHGopManuu He Hibke kinacca KC1.

B kauectBe cpenctB Kpunrorpaduyeckoi 3ammThl HH(GOpPMAIMH NPH  YIaIEHHOM
B3aumoeiicteun nosap3oBarenei ¢ MUC «['ocTtexHanzop DkcnepT» A MOANKUCAHUS C TIOMOIIBIO
3JIEKTPOHHOM MOANUCH JOKYMEHTOB B JIEKTPOHHOM BHJI€ JIOJKHBI HMCIOJIb30BATHCS CPENCTBA

KpUnrorpaduyeckoi 3amuThl HHPOPMALIUH.

3. OpraHu3aluoHHbIe MEPONPUATHS N0 3a1UTe HHPOPMALMH

B kaugectBe OpraHru3allMOHHBIX MCP I YIHPaABJICHUA 3aH_II/ITOI7I u OGGCHG‘IGHI/IH
6e3onacHoct MIC «I"ocTexHam3op DKcnepT» He0OOXOAUMO:

—o0ecrneunTh peXuM Oe30MacHOCTH TMOMENIEHUH, B KOTOphIX pasmeriena UWC
«locTexHam3op  DkcmepT»,  MPEMATCTBYIOMIETO  BO3MOXHOCTH  HEKOHTPOIUPYEMOTO
MIPOHUKHOBEHUS WM MPEOBbIBAHUS B ITUX MOMEIIEHHUIX JIUI, HE UMEIOIIMX IpaBa AOCTYIa B 3TU
IIOMEILICHMSI,

—00€ecCIeunTh COXPAaHHOCTH HOCHTENeH WH(POpManuu orpaHudeHHoro pocryna KWC

«[ocrexnamzop DkcnepTy;



—pacnpenenuts (YHKIUH yNpaBlIeHUs IOCTYNIOM K JaHHBIM M UX OOpabOTKOW MEXIy
JOJPKHOCTHBIMU JIMIIAMU;

—ONPEACTUTh MOPSAOK U3MEHEHHUS IPABIIT JOCTYTIA K 3aIIUIIIaeMOi HHPOPMAaINH;

—ONpEeACTUTh TOPSIOK JEHCTBUH JOJDKHOCTHBIX JIMII B CIlydae BO3HHUKHOBEHUS
HEIUTaTHBIX CUTYyallU;

—ONpEAEIUTh TOPSIOK IMPOBEACHUS KOHTPOJBHBIX MEpPONPHUATHH M JAEHCTBUH MO €ro
pe3yJbTaram.

B kauecTBe TeXHMUECKUX MEp Ul YIPaBJICHHS 3alUTON 1 oOecrieueHus 0e30MacHOCTH

NC «T'octexnanzop Ikcnep» HEOOXOAUMO:

—HUJIeHTU(UKALIMIO U ayTEeHTU(UKALINIO CyObEKTOB JJOCTyNa U 00BEKTOB JOCTYIIA;

—yHIpaBJieHUe 0CTYIIOM CYOBEKTOB JOCTYIA K 00bEKTaM J0CTYIIa;

—OrpaHMYCHHUE IPOTPAMMHON CPEIIbI;

—3allUTy MAallMHHBIX HOCUTENEH nHpopMaluu;

—PpErucTpanuio coobITUi 6€30MaCHOCTH;

—aHTUBUPYCHYIO 3aILUTY;

—o0OHapyxeHue (IpeaoTBpaIIeHNE) BTOPKCHUI;

—KOHTPOJIb (aHAIN3) 3AUIUIIEHHOCTH WH(OpMAIUH;

—1IeJIOCTHOCTh MH(POPMALIMOHHOW CUCTEMBI U HHPOPMALHH;

—JIOCTYTHOCTh UH(POPMALIUY;

—3aIUTY CPeabl BUPTYaIH3alNH;

—3alUTy TEXHUYECKUX CPECTB;

—3alUTy UHPOPMALIMOHHONW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpeJau JaHHBIX.

Jnis peanmzanuyl OpraHM3allMOHHBIX M TEXHHYECKUX Mep HEO0OXOIMMO pa3padoTaTh

OpTaHU3aIMOHHO-PACTIOPSIIUTENILHBIE JIOKYMEHTHI, TNpuBeAEHHbIe B Tabmmie 2, a Takke
IPESyCMOTPETh OPraHU3allMOHHbIE MEPONPUATHS, MPOBOIUMBIE JTOJKHOCTHBIMU JIMLIAMM, TPU

pabote B IC «I'ocTexHaazop DkcnepTy.



Ta6n1z1ua 2. HepequL OpTraHHU3allUOHHO-PACTIOPAAUTCIIBHBIX JOKYMCHTOB

Ne HanmMeHnoBanue njokyMeHTa IIpaBoOBBIE aKTHI,
m HA OCHOBAHUM
KOTOPBIX BEACTCS
paspaboTka
JTOKYMEHTOB
1. | JJokymeHT 00  OmpeAelIeHMH  OTBETCTBEHHOro  3a 3ammry | 1.9 [7]', m.7 [4]
unpopmanuu B UC «I"octexHaazop JkcnepTy.
2. JlokyMeHT 00 ompeieNeHUuu JIHIl, OTBETCTBEHHBIX 3a BblsBIeHUE | M.18.1 [7]
WHIIUJICHTOB ¥ pearnpoBaHUe Ha HUX
3. | Kypnan yuweta CK3U HC «locrexHamzop Dxcmepty, | m.26, 27 [6]
SKCIUTYyaTallMOHHOM W TEXHUYECKOM JOKyMEHTalluh K HUM,
KITFOYEBBIX JIOKYMEHTOB (myis1 oOnagarenss KOH(UIEHIHMATBLHON
nHpopmanun)
4. | Ilepeuens nonb3oBarenacii CK3U MC «I'ocTexHam3op DxcnepT» m.19 [6]
5. | 3akmioueHne o Bo3MokHocTH dkcmyarauun  CK3U  UC | n.7 [6]
«I"ocrexnanzop Dxcnepm»
6. | 3akmouenne no oOyuenuto noib3oBareneil MC «Iloctexnamzop | m.21 [6]
Dxcnept» npasuiam padbotel ¢ CK3U
7. | Ilepeuenp muL, AOCTYH KOTOPBIX K MEPCOHAJIBHBIM JIaHHBIM, .13 [3]
oOpabaTeiBaeMbIM B WH(OPMAIMOHHOM CHUCTEME, HEOOXOIUM IS
BBITIOJTHEHHS] KIMH CTYEOHBIX (TPYAOBBIX) 00s3aHHOCTEH
8. | JlokyMeHT 00 oOIpeaencHUH JIMI, WMEIONMX IpaBo JgocTtyna B | 1.6 [5], m.63 [6]
IoMelleHusi, rae pasMmemensl ucnoinb3dyeMble CK3U  UC
«l'octexnamzop Dkcrept», xpansarcas CK3U wu (unm) HOcHWTEnwu
KITFOYEBOM, ayTeHTU(UIUPYIOWEH | MapoibHOW uHGOpMAIUU
CK3M.
9. | IlpaBuna gocTyma B MOMEIIEHUS, TJI€ pa3MEIIeHbl HCIOJb3yeMble | 1.6 [5], m.63 [6]
CK3U1U UC «I'ocrexnam3op Dkcrept», xpauarcs CK3U u (wnm)
HOCUTENM  KIIIOYEBOH, ayTeHTH(QHUUUpPYIOIIEW ¥  HapoJbHOU
nnpopmanmu CK3U, B pabodee m Hepabouee BpeMs, a TaKKe B
HEILITaTHBIX CUTYaIHsIX.
10. | XypHnan  ydera  HOCHTENEH  NEPCOHAIBHBIX  JaHHBIX  C | 1. 7.0 [5]
HCTIOJIb30BAHUEM PETHCTPAITMOHHBIX (3aBOJICKUX) HOMEPOB
11. | )XypHan ocyIuiecTBIeHUs] BHYTPEHHETO KOHTpoys W (wiu) aymuta | cr. 18.1,1m. 1.4 [2]
COOTBETCTBHS 00pabOTKH NMEPCOHATBHBIX JTaHHBIX
12. | Kypnan xoHTponsi 3a COOJIOACHHEM YCJIOBM HCIONb30BaHus | 1. 7 [6]

CK3H1

! []- 0603HAYEHHE HOPMATUBHOTO JOKYMEHTA, yKa3aHHOTro B Tabuuile 1, Ha OCHOBAHMU KOTOPOTO pa3pabaThiBaeTcs
OpTraHU3AIMOHHO-PACTIOPSIUTEIIBHBIN TOKYMEHT.
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