Meps! no 3amure nHpopManuu
B ABTOMAaTU3UPOBAHHOU HHPOPMAIIMOHHOM CHUCTEMeE
"MexBeIOMCTBEHHOE JJIEKTPOHHOE B3aumojaeiicteue B JleHuHrpajackoii odsiacru"



MHPOPMALIMOHHOM  0€30IacHOCTH B aBTOMATHU3MPOBAHHOW  HMH(MOPMAIMOHHOMN

1. OO0Omue MoJI0KeHU

HepequL JOKYMCHTOB, Ha OCHOBAaHHMHW KOTOPLIX BBIIIOJHAKOTCA MCEPOIPUATUA I10

CHUCTEMC

"MeXBETOMCTBEHHOE JJIEKTPOHHOE B3amMojeiictBue B Jlenunrpajackoir obmactu" (AUC

«MexBen») nmpuBeacH B Tabaure 1.

Tabmwmia 1

Ne mm\

II

HaunmenoBanue JAOKYMCHTa

YcnoBHOE
o0o3HaueHne

@enepanbHblii 3akoH Poccuiickoit ®enepaunn ot 27 wnrons 2006 r.
Nel49-®3 «O6 undopmanuu, HWHGPOPMALMOHHBIX TEXHOJOTHSIX HU O
3anmTe MHGOpMaIUmy

[1]

®denepanbubiil 3akoH Poccuiickoin @Penepanuu ot 27 urons 2006 .
No152-D3 «O nepcoHalbHBIX JaHHBIX)

2]

[TocranoBnenue  IlpaButenbctBa  Poccuiickoir ~ ®enmepauuu  OT
01.11.2012 r. Nelll9 «OO0O yTBepxkaeHUM TpeOOBaHUN K 3alllUTe
MEPCOHAIBHBIX JIAHHBIX MpU HX 00paboTke B HHPOPMAIMOHHBIX
CUCTEMAX NEPCOHAJIBHBIX JAHHBIX)»

[3]

[Tocranosnenue [IpaButensctBa Poccuiickoint @enepanun ot 06.07.2015
Ne 676 «O TpeboBaHMSX K TOPSAKY CO3JAaHUS, pa3BUTUSA, BBOJA
B DKCIUTyaTallMio, OJKCIUTyaTalldd W BBIBOJAA U3  OJKCIUTyaTalluu
TOCYIapCTBCHHBIX HH(POPMAIIMOHHBIX CUCTEM U JAITBHEUIIICTO XPaHCHHS
coJiep Kalreics B ux 6a3ax TaHHBIX HHPOpMaIUH

[Tpukaz ®Cb Poccun ot 10 uronst 2014 roma Ne 378 «O06 yTBepkaeHUN
CocraBa M copep)kaHUsl OPraHMU3ALMOHHBIX W TEXHUYECKMX Mep IO
obecrieyeHnt0 0€301MacCHOCTH TIEPCOHANBHBIX JAHHBIX TPU UX 00paboTKe
B MHQOPMAIMOHHBIX  CHCT€MaX  IMEpPCOHAIBHBIX  JaHHBIX C
UCTIOJIb30BaHUEM CPEJCTB KPUNTOTpapuUecKor 3amuThl HHPOPMALINH,
HEOOXOIUMBIX JUIsl BBIMOJIHEHUs YCTaHOBJIEHHBIX [IpaBuTEnbCTBOM
Poccutiickoii @enepanun TpeOOBaHUI K 3alIUTE MEPCOHATBHBIX JTaHHBIX
JUISL KQXJI0T0 U3 YPOBHEH 3aIUIICHHOCTH

[5]

[Tpuxkaz DAIICU or 13 wurons 2001 r.Nel52 «O6 yrBepxaeHuu
WucTtpykunu 06 opranu3anuu u o0ecreuyeHuu 0e30MacHOCTH XpaHEeHHs,
00paboTKHu W Tepefadu Mo KaHaJlaM CBS3U C HCIIOJIB30BAHUEM CPEJICTB
Kpuntorpadguyeckoil  3ammThl  MHGOpPMALMK € OTPAaHUYCHHBIM
JIOCTYTIOM, HE coaepKalen CBEICHUM, COCTAaBJISTIOIINX
rOCYJIapCTBEHHYIO TalHY»

[6]

[Tpuxa3z ®CTIK Poccuu ot 11 despans 2013 Ne 17 O6 yTBepKIeHUH
TpeboBanuii o  3amuTe  HHQOpPMAIMHM, HE  COCTaBISIOLICH
FOCYJapCTBEHHYK)  TalHy, COJEp)Kallelcs B  TOCYJApCTBEHHBIX
MH(POPMALIMOHHBIX CUCTEMAaxX

[7]

[Ipuka3z denepanbHON CIYXOBI TO TEXHUYECKOMY M OSKCIIOPTHOMY
koHTpomo Poccuiickoit @enepanuu (nanee - @CTOK Poccun) or 18
deBpans 2014 r. Ne 21 o0 yrBepkaennmn CocTaBa W COAEpNKAHUS
OpPTaHHU3AIMOHHBIX U TEXHUYECKUX MEp M0 00eCIeYeHHI0 Oe30MacHOCTH
MEPCOHANBHBIX JAaHHBIX MPH HX 00paboTKe B HH(POPMAIMOHHBIX
CUCTCMaAX IICPCOHAJIBHBIX JAHHBIX

2. TpeGoBaHusi K NPUMeEHsAIEMbIM CPeACTBAM 3aIUUTHI HHGOPMALMH
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ABTOoMaTu3upoBaHHble paboune Mecta, noakitoyaembie kK AUC «MexBen», TOMKHBI
OBITh aTTECTOBAaHBI B COOTBETCTBUU C TPEOOBAHUSMHU TIO 3aIIUTe WHOOpPMAIMU MO 3 KIAcCy
samuménnocTa (K3), B coorBerctBum ¢ mpukazom ®CTIOK Poccum ot 11.02.2013 Ne 17 «O6
yTBepkaeHnn TpeboBaHuit o 3ammre HHQOpPMAIMM, HE COCTABISAIOIIEH TOCYAapCTBEHHYIO
TaiiHy, cojieprKaleiicsl B rocy1apcTBEHHBIX HH(OPMAIIMOHHBIX CUCTEMaX.

CpenctBa 3amutel uHpopManuu (C3U), nmpumensembie B AUC «MexBeny, JTOKHBI
UMEeTh CepTUUKAThl COOTBETCTBUS TpeOoBaHMSM MO Oe30macHOCTH  HH(pOpMaluH,
MOJATBEPXKJIAIOIIUM BO3MOXHOCTh HMX TNPUMEHEHHs B TOCYJAapCTBEHHBIX HWH(OPMAIMOHHBIX
cucTeMax He Hrke 3 kiacca 3amuiieHHocTH (K3).

B cocraBe Cucremsl 311 AUC «MexBen» IOMKHBI HMPUMEHSTHCS CPEJICTBA 3alUThHI
uH(pOpMalny, YIOBIETBOPSAIOIINE TPEOOBAHUSIM:

- CpeAcTBa aHTUBUPYCHOM 3amuThl He Hike 4 kiacca («TpeboBanusi Kk cpencTBam
aHTUBUPYCHOM 3amuTb» YTBepkaeHsl npukazoM PCTOK Poccum or 20 mapra 2012
Ne28 ICIN);

- MeKceTeBble J3KpaHbl He Hike 6 kiacca («TpeboBaHHS K MEXKCETEBBIM JKpaHAM»
VYreepxnaens! npukazoMm @CTIK Poccun ot 9 pespans 2016 r. Ne9, J1CIT);

- CpeIcTBa KpUITOTpaguuecKoi 3ammThl nHpopManuy He Huxe kiacca KC1;

- CpeAcCTBa 3alIUThl UHOOPMALIUK OT HECAHKIIMOHHUPOBAHHOTO JJOCTYTIA.

B kauectBe cpenctB Kpunrorpadguyeckoi 3ammThl HHGOpPMAIMH TPH  YIAIEHHOM
B3auMojieiicTBUU noJib3oBareneit ¢ AUC «MexBem i NOANMUCAaHUS C TIOMONIBIO JJIEKTPOHHOM
MOAMUCH  JOKYMEHTOB B  DJJEKTPOHHOM BHJAE JOJKHBI  HCIOJB30BaThCS  CPEICTBa

KpUnrorpaduyeckoi 3amuThl THPOPMALIUH.

3. Opranu3auMoHHbIe MEPONPHUATHSA 110 3a1MTe HHPOpMaLMHU

B kayectBe oOpraHM3allMOHHBIX Mep JJI1 YOpPaBJIEHUS 3allluTOW M oOecredeHus
oe3onacuoctd AUC «MexBen He00X0IUMO:

—o0ecneunTh peKuM 0€30M1acHOCTH MOMEIeHHH, B KoTopbiX pazmerieHa AUC «Mexseny,
IPEMATCTBYIOIIETO0 BO3MOXXHOCTH HEKOHTPOJHPYEMOTO IMPOHUKHOBEHUS WIM NpeObIBaHUSA B
3TUX NOMEILIEHUX JIUI, HE UMEIOLIMX IpaBa JOCTyNa B 3T IOMELICHMS,

—o0ecneunTh COXPaHHOCTH HocUTened uHpopmauuu orpaHuueHHoro npocryma AMNC

«MexBeny;



—pacnpenenuts (YHKIUH yNpaBlIeHUs IOCTYNIOM K JaHHBIM M UX OOpabOTKOW MEXIy
JOJPKHOCTHBIMU JIMIIAMU;

—ONPEACTUTh MOPSAOK U3MEHEHHUS IPABIIT JOCTYTIA K 3aIIUIIIaeMOi HHPOPMAaINH;

—ONpEeACTUTh TOPSIOK JEHCTBUH JOJDKHOCTHBIX JIMII B CIlydae BO3HHUKHOBEHUS
HEIUTaTHBIX CUTYyallU;

—ONpEAEIUTh TOPSIOK IMPOBEACHUS KOHTPOJBHBIX MEpPONPHUATHH M JAEHCTBUH MO €ro
pe3yJbTaram.

B kauecTBe TeXHMUECKUX MEp Ul YIPaBJICHHS 3alUTON 1 oOecrieueHus 0e30MacHOCTH

ANC «MexBen» HE0OX0IUMO:

—HUJIeHTU(UKALIMIO U ayTEeHTU(UKALINIO CyObEKTOB JJOCTyNa U 00BEKTOB JOCTYIIA;

—yHIpaBJieHUe 0CTYIIOM CYOBEKTOB JOCTYIA K 00bEKTaM J0CTYIIa;

—OrpaHMYCHHUE IPOTPAMMHON CPEIIbI;

—3allUTy MAallMHHBIX HOCUTENEH nHpopMaluu;

—PpErucTpanuio coobITUi 6€30MaCHOCTH;

—aHTUBUPYCHYIO 3aILUTY;

—o0OHapyxeHue (IpeaoTBpaIIeHNE) BTOPKCHUI;

—KOHTPOJIb (aHAIN3) 3AUIUIIEHHOCTH WH(OpMAIUH;

—1IeJIOCTHOCTh MH(POPMALIMOHHOW CUCTEMBI U HHPOPMALHH;

—JIOCTYTHOCTh UH(POPMALIUY;

—3aIUTY CPeabl BUPTYaIH3alNH;

—3alUTy TEXHUYECKUX CPECTB;

—3alUTy UHPOPMALIMOHHONW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpeJau JaHHBIX.

Jnis peanmzanuyl OpraHM3allMOHHBIX M TEXHHYECKUX Mep HEO0OXOIMMO pa3padoTaTh

OpTaHU3aIMOHHO-PACTIOPSIIUTENILHBIE JIOKYMEHTHI, TNpuBeAEHHbIe B Tabmmie 2, a Takke
IPESyCMOTPETh OPraHU3allMOHHbIE MEPONPUATHS, MPOBOIUMBIE JTOJKHOCTHBIMU JIMLIAMM, TPU

pabote B AUIC «MexBeny.



Ta6n1z1ua 2. HepequL OpTraHHU3allUOHHO-PACTIOPAAUTCIIBHBIX JOKYMCHTOB

Ne HanmMeHnoBanue njokyMeHTa IIpaBoOBBIE aKTHI,
m HA OCHOBAHUM
KOTOPBIX BEACTCS
paspaboTka
JIOKYMEHTOB
1. | JJokymeHT 00  OmpeAelIeHMH  OTBETCTBEHHOro  3a 3ammry | 1.9 [7]', m.7 [4]
unpopmanuu B AUC «Mexseny.
2. | IlpaBuna pasrpaHuueHHs TOCTyna CyObEeKTOB aocTyna K oowsekTam | m.15.1, 16.3 [7]
noctyna naopmarmonHoit cuctembl AUC «MexBem.
3. | Kypnan yuera CK3U AUC «Mexsen», SKCIUTyaTalMOHHOW H | 1m.26, 27 [6]
TEXHUYECKON TOKYMEHTAllMUu K HUM, KJIIOUEBBIX JOKYMEHTOB (st
o0namarenst KOHPpHUISHITMAIBHON HHPOPMAITIH)
4. | Ilepeuens noaw3oBateneir CK31 AVC «MexBem» .19 [6]
5. | 3akmouenue o0 Bo3MoxkHocTH dkcrutyataiun  CK3U AUC | .7 [6]
«MexBen»
6. | 3axmouenue 1o oOydeHmro mosb3oBareneit AUC «Mexseny | m.21 [6]
npasuiaM pabotsl ¢ CK3U
7. | IlepeyeHb ML, AOCTYN KOTOPBIX K MEPCOHAIBHBIM JIaHHBIM, .13 [3]
oOpabaTeiBaeMbIM B WH(GOPMAIMOHHON CHUCTEME, HEOOXOIUM IS
BBIIIOJIHEHHS] UIMH CTYXEOHBIX (TPYAOBbIX) 00s3aHHOCTEH
8. JlokyMeHT 00 ompeaeNeHuy I, MUMEIIIHUX MpaBo JocTyma B | .6 [5], m.63 [6]
MOMEIIEeHUs, Trae pa3Memensl ucnoias3dyembie CK3UM  AUC
«Mexsen», xpansarcs CK3U wu (wnm) HOCHUTENH KITIOUYEBOM,
ayreHTUGuIMpytouieil u napoiabHoi nHbopmarmu CK3U.
9. | IlpaBuna gocTyma B MOMEIIEHUS, TJI€ pa3MEIIeHbl UCIOJIb3yeMble | 1.6 [5], m.63 [6]
CK31U AUC «Mexen», xpansarcs CK3U wu (unm) HOcHTETH
KIIIOYEBOH, ayTeHTHU(UIUpYIOIEH M NapojabHOH HH(pOpMaIMU
CK3U, B pabouee m Hepabodee BpeMs, a TakKe B HEIITATHBIX
CUTYaIUSIX.
10. | XypHnan  yd4yera  HOCHTENEH  NEPCOHAIBHBIX  JaHHBIX € | 1. 7.0 [5]
HCTIOJIb30BAHUEM PETHCTPAIMOHHBIX (3aBOJICKUX) HOMEPOB
11. | )XypHan ocyuiecTBIeHUs BHYTPEHHETO KOHTpoys u (wiu) aymuta | cr. 18.1,1m 1.4 [2]
COOTBETCTBHS OOPaOOTKH MEPCOHATBHBIX JIAHHBIX
12. | Kypnan xoHTponsi 3a COOJIOACHHEM YCJIOBM HCIONb30BaHus | 1. 7 [6]

CK3H1

! []- obo3HauYeHMe HOPMaTUBHOIO AOKYMEHTa, yKazaHHoro B Tabauue 1, Ha OCHOBaHMK KOTOpPOro paspabaTbiBaeTcs

OpraHM3aLMOHHO-PaCNoOPAANTENbHDLIN LOKYMEHT.
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