Mepsl 110 3a11MTe HHPOPMALMHA
HA aBTOMATHU3MPOBAHHBIX Pa00YHX MeCcTax
B nHpopmauuonHoi cucreme "Ilopran CCTY",
NOJKJIIYaeMbIX Ha TeppuTOpPUM JIeHUHTpaacKoi 00J1acTH



1. OO0OuIue MoJIOKEeHUd
[lepeyeHb JOKYMEHTOB, Ha OCHOBAaHMH KOTOPBIX BBITIOJHSIOTCSA MEPONPHUATHS I10

uHpopMalMoHHOM Oe3zomacHoctu B uHGpopmanmoHHoil cucrteme "[lopran CCTY" (CCTY)

npuBenEH B Tabmuie 1.

Tabmura 1
Ne m\ HawnmeHoBaHue TOKyMEHTa YcnoBHOE
I 0003HaueHne

1. ®enepanpHblii 3ak0oH Poccuiickoit ®@enepaunu ot 27 urons 2006 1. | [1]
Nel49-®3 «O6 undopmanuu, HUHGPOPMALMOHHBIX TEXHOJOTHSIX HU O
3anmTe MHGOpMaIUmy

2. Odenepanpubiii 3ak0H Poccuiickoit ®@enepanuu ot 27 wurons 2006 1. | [2]
Nel152-D3 «O nepcoHaNbHBIX IaHHBIX)»
3. [TocranoBnenne  IlpaBurenbctBa  Poccuiickori ~ @enepauun  oT | [3]

01.11.2012 1. Nelll9 «OO6 yTBepxkaeHHMH TpeOOBAaHMNA K 3alUTe
MEPCOHANBHBIX JAaHHBIX TPH HX 00paboTKe B HH(POPMAIMOHHBIX
cHCTEeMaX NePCOHANBHBIX JAHHBIX)»

4, [Tocranosnenue [IpaButensctBa Poccuiickoit @enepanun ot 06.07.2015 | [4]
Ne 676 «O TtpeOoBaHMAX K TOPSIKY CO3[aHUS, PA3BUTHUS, BBOJA
B OKCIUTyaTallMio, OJKCIUIyaTalldd W BBIBOJAA U3  OJKCIUTyaTalluu
rOCYJapCTBEHHBIX HHPOPMALMOHHBIX CUCTEM M JATbHEHIIETO XPaHEHHS
coJieprkalieiicst B Mx 6a3ax JaHHBIX HH()OPMALIUN

5. [Tpuka3z ®Cb Poccun ot 10 uronst 2014 rona Ne 378 «O06 yrBepxkaenuu | [5]
CocraBa M coaep)kaHUsl OPraHM3ALMOHHBIX U TEXHUYECKMX Mep IO
obecrieyeHnto 0€30MacHOCTH EPCOHANBHBIX JAHHBIX TPU UX 00paboTKe
B MHQOpMAIMOHHBIX  CHCT€MaX  IEpPCOHAIBHBIX  JaHHBIX  C
UCTIOJIb30BaHUEM CPEJCTB KPUNTOTpapuuecKor 3amuThl HHPOpPMALIUH,
HEOOXOIUMBIX JUIsl BBIMOJHEHUS YCTaHOBJIEHHBIX [IpaBUTEnbCTBOM
Poccuiickoii @enepanuu TpeOOBaHUI K 3alIUTE MEPCOHATBHBIX JTAHHBIX
JUI KQXJI0T0 U3 YPOBHEH 3aIIMIICHHOCTH

6. [Mpukaz DAIICU or 13 wmrors 2001 1.Nel52 «O6 yrBepxkacauu | [6]
WucTpykuuu 06 opranu3anuu U odecredeHuu 0e30MacHOCTH XpaHEeHMs,
00paboTKu U Tepefadu Mo KaHaJlaM CBS3U C WCIIOJIb30BAHUEM CPEJICTB
Kpuntorpadguyeckoil  3ammThl  WHGOpPMALKMKU € OTPaHUYEHHBIM
JIOCTYTIOM, HE coaepKalen CBEICHUM, COCTAaBJISTIOIIHNX
rOCYJAapCTBEHHYIO TAHY»

7. [Tpuxaz ®CTOK Poccuu ot 11 despans 2013 Ne 17 O6 yrBepxkaenuu | [7]
TpeboBanuii o  3amuTe  MHQOpPMAIMK, HE  COCTaBIAIOLICH
rOCyJapCTBEHHYIO  TalHy, COJEp)Kallelicss B  TOCYIAapCTBEHHBIX
MH(POPMALIMOHHBIX CUCTEMAaX

8. [Ipuka3z denepanbHON CIYyXOBI TIO TEXHUYECKOMY M IKCIOPTHOMY | [8]
koHTpoto Poccuiickoit @eneparun (nanee - ®CTOK Poccun) ot 18
deBpans 2014 r. Ne 21 o0 yrBepknennmn CocTaBa W COAEpNKAHUS
OpPraHU3aIMOHHBIX U TEXHUYECKUX Mep MO 00ecreueHuto 6e30MacHOCTH
MEPCOHAIBHBIX JIAaHHBIX MpH HX 00paboTke B HHPOPMAIMOHHBIX
CUCTEMAaX NEPCOHAIBHBIX JAHHBIX
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2. TpeGoBanusi K NpUMeEHsIEMbIM CPeACTBAM 3a1UUTHI HHpOpMaIMH

ABTOoMaTH3upoBaHHbIe paboune wmecta, nomakmodaemble K CCTY, mOmKHBI OBITH
aTTECTOBaHbl B COOTBETCTBMU C TpPeOOBAaHUSAMH IO 3alUTe HMHPOpMAUU TO 2 KiIaccy
samuménnocTy (K2), B coorBerctBum ¢ npukazom ®CTOK Poccum ot 11.02.2013 Ne 17 «O6
yTBepxkaeHun TpeboBaHuii o 3ammre HHPOpPMAIMHM, HE COCTABISIONICH TOCYIapCTBEHHYIO
TaifHy, colepIKaIeiicsi B rocyJapCTBEHHBIX HH(GOPMAITUOHHBIX CUCTEMAX).

CpenctBa 3amutel uHpopMmaruu (C3U), mpumensiempie B CCTY, TOMKHBI UMETH
cepTH(UKATHI COOTBETCTBUS TPEOOBAHUAM IO 0€30MACHOCTH MH(OpPMAIUH, MOATBEPKIAIOIINM
BO3MOXXHOCTh UX TPUMEHEHHUS B TOCYJapCTBEHHBIX HH()OPMAIIMOHHBIX CHUCTEMaxX HE HUXKe 2
KJ1acca 3amuineHHocTH (K2).

B cocraBe Cucremsl 31 CCTY nomkHBI TPUMEHSTHCS CPEACTBA 3alIUTHI HHPOPMALINH,
YAOBJIETBOPSIOLINE TPEOOBAHUSM:

- CpeAcTBa aHTUBUPYCHOM 3amuThl He Hibke 4 kiacca («TpeGoBaHusi K cpeacTBam
aHTUBUPYCHOM 3ammTb» YTBepkaeHsl npukazom PCTOK Poccum or 20 mapra 2012
No28J1CII);

- MEXKCeTeBble JIKpaHbl He Hike 5 kiacca («TpeOoBaHHS K MEXKCETEBBIM JKpaHAM»
Yreepxaens! npukazom @CTOK Poccun ot 9 depans 2016 1. Ne9, JICII);

- cpencTBa Kpuntorpaguveckoit 3anmtel nHGpopManuu He Hwke kiacca KC1;

— CpeAcTBa 3alUThl UHOOPMALIUK OT HECAHKIIMOHHUPOBAHHOTO JIOCTYTIA.

B kadectBe cpeactB kpunrorpaduueckoil 3amuThl HHGOpMANMKA TPHU  yAATEHHOM
B3aumojieicTBuU nonb3oBateneit ¢ CCTY s noanvcaHus ¢ NOMOIIBIO AJIEKTPOHHON MOAMUCH
JOKYMEHTOB B JJICKTPOHHOM BHJE JIOJDKHBI HCIIOJIB30BATHCA CPEICTBA KPUNTOTpadUUECKOM

3amUThl HHPOPMAITUH.

3. OpranuzauMoHHbIe MEPONPHUSTHSA 10 3a1UTe HHPOPMALMH

B kadecTBe OpraHuW3allMOHHBIX Mep JUJIS YIPaBICHHUS 3alUTOH M 0O0CCIICUCHUS
oe3onacuoctd UC «CCTY» HE00X0IUMO:

—00CCTeUnTh PEKUM O€30MAaCHOCTH IMOMEIIeHNH, B KOTOphIx pasmerneHa MC «CCTY»,

MPEMSATCTBYIONIETO BO3MOXHOCTH HEKOHTPOJIMPYEMOTO TPOHUKHOBEHHS WM MpeObIBaHUS B

OTUX MMOMCUICHUAX JIML, HC UMCIOIIUX ITpaBa JOCTYIIa B 3TH ITOMCUICHU,



—00ecrneunTh COXPaHHOCTH HocuTedel uHpopManuu orpaHuyeHHoro poctyna HWC
«CCTVY»;

—pacnpenenuts (GYyHKIUH YOpaBJIeHUS TOCTYNOM K JaHHBIM U HX O0O0pabOTKON MEXIy
TOJKHOCTHBIMU JIMIIAMU;

—OIpeIeTUTh MOPSIOK U3MEHEHUS TIPAaBUJII JOCTYIIA K 3alUIIaeMoil HHPOpMaIlHH;

—ONpEeACTUTh TOPSIIOK JEHCTBUH JOJDKHOCTHBIX JIMII B CIlydae BO3HHUKHOBEHUS
HEIITaTHBIX CUTYyalui;

—OIpe/IeTUTh TMOPSAIOK IMPOBEIEHUS KOHTPOJIBHBIX MEpONPUATHI U JACUCTBUH MO €ro
pe3ysbraTam.

B kauecTBe TeXHHYECKUX Mep JJIsl YIPaBJICHUS 3allUTON U oOecrieueHus 0e30ImacHOCTH

NC «CCTY» HeoOxoaumo:

—HUJIeHTU(UKALIMIO U ayTEeHTU(UKALINIO CyObEKTOB JJOCTyNa U 00BEKTOB JOCTYIIA;

—YIIpaBJIeHHUE JOCTYNIOM CYyOBEKTOB JIOCTyIa K 00BEKTaM J0CTYIIa;

—OrpaHUYeHHE POTPAMMHON CPEIIbI;

—3aIUTy MAIIUHHBIX HOCUTENEH nH(pOpMAIHH;

—PpETUCTpaIHIO COOBITUH 6E30MaCHOCTH;

—aHTUBUPYCHYIO 3aIUTY;

—o0OHapyxeHue (IpeaoTBpaIeHNE) BTOPKCHUIH;

—KOHTPOIb (aHaTN3) 3alIMIEHHOCTH UHPOpMAIUH;

—IIeJIOCTHOCTh MH(POPMAILIMOHHOW CUCTEMBI U HHPOPMAIIHH;

—JIOCTYITHOCTb WH(OpMALINH;

—3aIUTY CPeabl BUPTYaIH3allNH;

—3aIUTy TEXHHYECKUX CPEICTB;

—3alUTy UHPOPMALMOHHONW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpeJaun JaHHBIX.

Jns peanmzanuy OpraHM3alMOHHBIX M TEXHHYECKUX Mep HEO0OXOIMMO pa3padoTaTh

OpraHMU3allMOHHO-PACTIOPSIAUTENbHBIE JOKYMEHTHI, NpuBeAEHHbIe B Tabmuue 2, a TaKxke

npeaAyCMOTPCTb OPraHU3aAIIMOHHBIC MEPONPUATHUSA, IPOBOAUMBIC NOJIKHOCTHBIMHA JIMIAMU, IIPU

pabote B IC «CCTVY».



Tabmuua 2. [lepedens opraHn3anOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTOB

Ne HauMeHoBaHME TOKYMEHTa IIpaBoBBIE aKTHI,
i Ha OCHOBaHMH
KOTOPBIX BEAETCS

pa3paboTka
JIOKYMEHTOB

1. | JJokymeHT 00  ompeaeieHWH  OTBETCTBEHHOTro  3a 3amurty | 1.9 [7]', m.7 [4]

nHpopmarmu B UC «CCTVY».
2. | JlokymeHT 00 ompeneNeHuu U, OTBETCTBEHHBIX 3a BbIsBieHHE | 1m.18.1 [7]

MHIOUWACHTOB U pCarupOBaHHC Ha HUX

3. | Kypnan yuera CK3U HC «CCTVY», oskcruyaTaunoHHOW u | 1.26, 27 [6]
TEXHUYECKOM JOKYMEHTAllMM K HUM, KJIIOYEBBIX JIOKYMEHTOB (IJis
oOzanaresnst KOHPUIEHIHAIbHON HHPOpMAIIH)

4. | Ilepeuenn nonw3oBarenciit CK3UM MC «CCTVY» 1m.19 [6]

5. | 3akmouenue o Bo3MoxkHOocTH dKcruryaTaruu CK3U UC «CCTVYy .7 [6]

6. | 3axmouenue no o0yuenuro nonb3oBareneit UC «CCTY» npaBunam | m.21 [6]
pabotel ¢ CK3U1

7. | IlepeueHb ML, AOCTYN KOTOPBIX K IE€PCOHAIBHBIM JIaHHBIM, .13 [3]

oOpabaTeiBacMbIM B WH(OPMAIMOHHOW CHUCTEME, HEOOXOIUM IS
BBITIOJIHEHUS] UIMU CITY>KEOHBIX (TPYAOBBIX) 00s3aHHOCTEH

8. JlokyMeHT 00 ompeneNeHruy JUIl, HUMEIIIUX MpaBo JocTyma B | .6 [5], m.63 [6]
nomenieHus:, rae pazmenieHsl ucnoibdyembie CK3U UC «CCTVY»,
XpaHATCcA CK31 u (nm) HOCUTEIHU KJIFOYEBOM,

ayTeHTHdUIMpYomel u napousHoi nHpopmanuu CK3U.

9. | IlpaBuna gocTyma B MOMEIEHUS, TJ€ pa3MeIIeHbl UCIoNb3yeMble | 1.6 [5], m.63 [6]
CK3U UC «CCTVY», xpansatcs CK3U u (unm) HOCUTENU KIHOYEBOMH,
ayreHTU(UIMpyomed u napoiabHoi uHpopmauuu CK3U, B
pabouee u Hepabodee BpeMsi, a TAKKE B HEIITATHBIX CUTYaIIHSIX.

10. | )XypHan  yuera  HOcUTeNeH  MEPCOHAIBHBIX  JAHHBIX ¢ | 1. 7.0 [5]
WCIOJIb30BaHUEM PETUCTPALIMOHHBIX (3aBOJICKUX) HOMEPOB

11. | )XypHan ocymiecTBieHUsI BHYTPEHHET0 KOHTposs W (winu) aynuta | cr. 18.1,m. 1.4 [2]
COOTBETCTBHSI 00paOOTKH NEPCOHATBHBIX JTaHHBIX

12. | )KypHan KOHTpoOJii 3a COOJIOACHHWEM YCJIOBUH HCIOJNB30BaHUS | 1. 7 [6]
CK31

! []- obo3HauYeHMe HOPMaTUBHOIO AOKYMEHTa, yKkazaHHoro B Tabauue 1, Ha OCHOBaHMK KOTOpPoro paspabaTbiBaeTcs
OpraHM3aunoOHHO-PACMNOPALUTE/bHBIN LOKYMEHT.
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